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Introduction 
The purpose of the PhD thesis “New trends in the transversal analysis of the cyber domain in 

critical infrastructure protection. A system-of-systems perspective.” Is to develop a systemic 

perspective on the cyber domain, making original contribution to our understanding of the 

evolution of the domain in the context of technological transformations which have made the 

digital ubiquitous within critical infrastructure networks at national, European and global levels. 

Information and communication technology (ITC) permeates every domain and facilitates 

important functions like command, control, coordination and information gathering for critical 

infrastructures to function at the efficiency and productivity frontier. At the same time, 

digitalization is generating new risks, vulnerabilities and threats, both as a result of the evolution 

of the technological substrate and as a result of the cybernetic interactions between the components 

of the infrastructure system-of-systems. The thesis proposes to describe these evolutions, to place 

them in an appropriate context and to make original contributions to our understanding of them 

from the perspective of the theoretical framework of critical infrastructure protection (CIP), 

anticipating major security trends. Practical contributions to the process of CIP governance will 

also be presented, whose usefulness will be validated through agent-based modelling,    

The thesis features the following general objectives: 

1. The transversal analysis of the cyber domain; 

2. The identification of a specific need in the current security context, which can then guide 

the rest of the research process; 

3. The development of an application, in a demonstration version, that can respond to that 

specific need. 

The thesis features the following specific objectives: 

1. The analysis of the cyber domain, including cybercrime, and generating conclusions 

regarding future systemic developments; 

2. The analysis of the CIP domain and of its link to the cyber domain; 

3. The analysis of national and international governance in the cyber domain and connected 

domains; 

4. The development of a Netlogo model reliant on agent-based modelling to validate the 

application proposal’s usefulness; 

5. The designing of the application and of its systems architecture; 

6. The building of the application and its validation on a virtual machine; 

7. The drafting of an analysis on future avenues of development for the simulated model and 

for the application. 

 

Figure 1 shows the research process through a logical schematic.  
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Figure 1. Logical schematic for the research process (source: author) 

 

The research project highlighted the issue of communications between active stakeholders in 

critical infrastructure protection governance, especially as it relates to cybersecurity issues, which 

eventually led to the decision to develop a communication application based on blockchain 

technology which would contribute to the partial resolution of inherent informational asymmetries 

(for instance, between private companies and the state). The usefulness of this application was 

explored through agent-based modelling by building a generic critical infrastructure model in the 

Netlogo program to simulate a multi-stakeholder cyber defense system and to measure the changes 

in its performance when using a trusted system of information exchange between stakeholders. 

The simulation parameters were derived from the specialty literature and our own experience in 

the field. The simulation highlighted the usefulness of such an application, which resulted in the 

development of a demonstration version of the application for communication based on 

blockchain.  

The thesis “New trends in the transversal analysis of the cyber domain in critical infrastructure 

protection. A system-of-systems perspective.” is organized into the following chapters: 

• Introduction; 

• “Systemic transformations and the cybersecurity environment” – aspects related to the 

cyber environment – firstly, we detailed the systemic transformations ongoing in the field 
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and in the near future. Secondly, an analysis of the cybersecurity environment was made, 

followed by a strategic perspective on cyber related to Romania; 

• “Critical Infrastructure Protection – general elements, European and global practice and 

systemic governance” – a detailed study of the specialty literature in CIP and system-of-

systems engineering, emphasizing not only technical issues, but also considerations on 

governance; 

• “A transversal approach to the cyber domain – European governance, legislative 

innovation and priority domains” – completed the descriptive and specialty literature 

analysis components of the thesis. The transformations in European CIP and cybersecurity 

frameworks were analyzed. The problem of cyber weapons and their proliferation was 

touched upon. Several original contributions were made, including an analysis of the 

European system for cyber governance which resulted in an ample graph; 

• “High level modelling of cybersecurity for a critical infrastructure to highlight the 

opportunities stemming from information exchange” details the use of the free program 

Netlogo to build a model and run simulations with agent-based modelling to validate the 

theoretical usefulness of an application to safely intermediate communication between 

cybersecurity stakeholders, especially the actors within the EU governance frameworks for 

cybersecurity, and critical infrastructure operators under cyber-attack; 

• “A blockchain based instrument to ensure communication between critical infrastructure 

operators and the competent authorities” is the main technical chapter and presents and 

application at the level of minimum viable product which facilitates the communication 

between critical infrastructure operators and various stakeholders, such as the actors 

responsible for cybersecurity that were modelled in the Netlogo simulation. The 

application is functional and is based on Hyperledger technology. Future versions can be 

run on EBSI (European Blockchain Services Infrastructure); 

• Conclusions. 

One of the main barriers hindering research into cybersecurity is the lack of information. Entities 

affected by cyber-attacks hesitate to inform the authorities or to offer details that would allow an 

efficient investigation. According to a report cited by the European Court of Audit, a third of 

European organizations would rather pay a ransom to regain access to their data than report the 

breaches (ECA, 2019). This is also true for companies with breaches of different types and which 

hesitate to cooperate with authorities for fear or reputational hits, liability or the exposure of trade 

secrets. At the same time, a report by the World Economic Forum claimed that the average dwell 

time (the period between entry and discovery) for an attacker who has penetrated the network of a 

European company is 99 days (WEF, 2018). This is why access to intelligence by authorities and 

the entities doing operational research into cybersecurity and assisting in the protection of critical 

infrastructures must be encouraged. The application developed as part of this thesis offers a 

potential contribution to the amelioration of this issue. 
 

The Agent-Based Modelling simulation  
The simulation was created within the newest stable version of the Netlogo application. This 

program was chosen because it is freeware, versatile, relatively easy to learn without pre-existing 

expertise as a programmer and benefits from numerous online resources created by other users that 

makes it easier to work with.  
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The simulation uses agent-based modelling, a method that relies on the semi-autonomous activity 

of agents generated in large numbers by the system in order to advance the model, leading to 

complex results from relatively simple interactions and rules. The model we created simulates, at 

a high level, a series of cyber-attacks on a generic critical infrastructure. The purpose is to highlight 

the benefits of implementing an application for communication between entities which are 

independent at an organizational level, but must work together to solve the issues. Facilitating the 

communication between the various security services means that a higher percentage of attacks 

can be successfully dealt with, while greater knowledge of how the attacks took place can result 

in a greater system resilience to attacks, including by attriting them without outside intervention. 

The attacks flow is arbitrary, based on simple decision models which, nevertheless, allows within 

the formal structure of the model to observe the differences between a simple system for collective 

defense and one better coordinated through a dedicated application.  

The Netlogo model is composed of different types of objects with different visual identities, 

anchored in their functionality. There is an area for commands and data introduction, an area to 

visualize the model, an area to monitor important elements and an area for explanatory graphs. 

Figure 2 presents the complete interface of the model, composed of data entry areas, the model 

architecture and the graphic representation of its running, and the display zone for results and their 

interpretative graphs. 

 
Figure 2. Complete graphical interface for the Netlogo model (source: author) 

 

The principal agent of the system is the attacker, represented dynamically in the model, starting 

from the Northern end of figure 2 and summing up all the elements of the cyber threat environment 

in which the critical infrastructure operates. The attacker is, for the current model, a generic one 

and does not represent a particular type of actor (organized crime, state proxy, lone wolves, 

enemies within, transborder criminal networks etc.). In order to represent within the simulation the 

complexity of the security situations which may arise, attackers are generated with a random 
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identification number and are processed individually by every system component in a probabilistic 

manner, according to internal (invisible) variables or those defined by the user. This is why the 

model will not generate the same results for every iteration of the model with the same parameters. 

While not functionally different, we have included three types of attackers to portray the diversity 

of the attacks, in the idea that future model iterations can implement variations in how the attacks 

take place, how they resolve, what impact they have and so on. The three types of attackers that 

the model can represent are as follows: 

• Light blue – ransomware (controlled as a probability of appearance by the Tipul1_de_atac 

slider); 

• Dark blue – sabotage (controlled as a probability of appearance by the Tipul2_de_atac 

slider); 

• Light green – data theft (automatically calculated according to the first two sliders). 

There are two other types of modelled actors: 

• Yellow – actors that inform the entities defending the critical infrastructure; 

• Green – actors that provide solutions to the cyber-attack, and which are produced by the 

defense entities. 

All of the attackers pass through a filter which determines, according to a probabilistic formula, 

whether the attack will fail from the start due to some system quality or passive phenomenon such 

as the security culture of the employees or the quality of the defenses they employ (antivirus, anti-

malware, anti-spyware etc.). Every critical infrastructure operator seeks to increase this passive 

resistance to deliberate or accidental threats from the security environment, which entails the 

minimization of vulnerabilities (endogenous) and of risks (exogenous). Attackers eliminated at 

this stage are also counted, but are placed in an “exit area for solved attacks”. Those that pass 

through the filter will end up in the infrastructure system, where they will reside for an arbitrary 

span of time, depending on a variable when they were created. They are either solved by the system 

or the time runs out and the attack is successful by default (in real life, it would be, for instance, 

undetected or will have managed to fulfill its mission by the time it was detected). In the latter 

case, they end up in an “exit area for successful attacks” that is defined internally within the system. 

In the former case, the system first runs an identification function with a random amount of time 

until it gives a result to see whether the attacker is acknowledged by the system. If it is 

unsuccessful, a new one is started. When it becomes successful, a yellow information actor is 

generated and sent to the protectors, starting with the Department for Internal Security (DIS) of 

the critical infrastructure operator, which is the first responder in such situations. The DIS is an 

internal part of the operator’s organization, but is represented externally in this model to indicate 

its operational role and the factor of communication with other defense actors. Defenders run a 

probabilistic function to identify the specific solution to a specific attack, which is characterized 

by the programmed success rate of each individual center and the random amount of time it takes 

to generate a possible solution. If successful, then a green solution actor spawns at the center and 

travels to the infrastructure operator, where it neutralizes the respective attacker, presuming that it 

has not yet completed its mission. When one center generates a solution for a particular attacker, 

all of the others give up trying to generate a solution for that particular attacker.  

The other three actors, in this particular model, are the national Computer Emergency Response 

Team (CERT-RO), the sectoral one and an external operational security provider, which can be a 

private or state entity which offers particular services.  

The solution actor can represent any number of possibilities – a particular strategy of approach, a 

particular piece of code, or various instructions, or a direct intervention by the particular center 
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and any number of other forms of assistance during crises. The model runs until the pre-

programmed number of attackers is exhausted.  

Table 1 shows a series of six scenarios. Each one has between 2 and 4 actors (at least one in 

addition to the DIS, in order to illustrate the gains from communication between defenders). The 

scenarios feature an experimental application which can be either on or off on the switch in the 

interface. The application is an intermediary for communication between stakeholders, in a way 

which fits with the needs stemming from the research into the specialty literature during this 

project. Running a scenario with the application on changes the Netlogo model by changing 

predetermined values within the system, representing both operational capacity in real terms 

during attacks, as well as the positive and diffuse long-term effect of increasing resilience through 

the value of information sharing. Therefore, we modify not only the probabilistic values of the 

functions that generate solution actors for attacks, but also the capacity of the filter to eliminate 

attackers before they reach the critical infrastructure. The reasoning is simple – most attackers are 

not criminal masterminds. They are attackers primarily out of the wish to gain something from 

illegal behavior. Many attackers reuse methods of attack, vulnerabilities in the attacked party, 

software, specific software like malware, patterns of attacks. The lack of communication within 

the system, often stemming from the desire of the attacked party to avoid bad publicity, financial 

liability and legal penalties, means that such repetitive elements are not identified in time to 

neutralize a particular attacker. Every scenario in table 1 had 500 attackers and similar proportions 

of different types of attackers, drawn from the specialty literature (O’Gorman et al, 2019). 

 
Table 1. The comparative scenarios (source: the authors) 

Type of scenario 4 centers 3 centers 2 centers 

No 

blockchain 

With 

blockchain 

No 

blockchain 

With 

blockchain 

No 

blockchain 

With 

blockchain 

Number of attacks 

launched 

500 500 500 500 500 500 

Ransomware 94 90 104 93 93 88 

Sabotage 212 219 221 242 212 218 

Data Theft 194 191 175 165 195 184 

Solved attacks 361 395 305 338 208 239 

Unsolved attacks 131 105 195 162 292 261 

Attacks that never 

reached the 

infrastructure 

55 52 60 55 53 46 

Percentage of solved 

attacks 

72.20% 79.00% 61.00% 67.60% 41.60% 47.80% 

Percentage of 

unsolved attacks 

26.20% 21.00% 39.00% 32.40% 58.40% 52.20% 

Percentage of 

attacks that never 

reached the 

infrastructure 

11.00% 10.40% 12.00% 11.00% 10.60% 9.20% 

 

We can observe the capacity of the model to generate different results based on probabilistic 

calculations, rather than deterministic ones. We can also see differences in success rates stemming 
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from the use of our theoretical communication application between protectors. The simulation also 

highlights the importance of collective defense, by increasing the capacity of the critical 

infrastructure operators to respond to challenges in the security environment.  

 

The demonstration application for blockchain-based communication  
 

The justification for the need for the application 
Our review of the specialty literature highlighted the importance of collective effort in defending 

critical infrastructures, especially from cyber threats. In such a system, the internal security 

department of a critical infrastructure operator is just one important component in a comprehensive 

system of cyber defense, which includes state agencies, European entities but also private 

contractors. The problem of communication between these actors becomes paramount and is 

acknowledged, as an issue, in official strategies and legislative and governance efforts. But this is 

not necessarily so at technical levels. Therefore, we have chosen to develop a demonstration level 

application that ensures the communication of different types and formats between critical 

infrastructure operators and the competent authorities.   

The “Indicator Sharing for Critical Infrastructure Protection” application was inspired by the 

“Automated Indicator Sharing” (AIS) program. This is a model for encouraging exchanges 

between the authorities and critical infrastructure operators. This program is run through the 

Cybersecurity and Infrastructure Security Agency (CISA) of the Department for Homeland 

Security in the US. AIS is an automated initiative and is therefore fast, bidirectional (involving 

also the authorities exchanging pertinent information with the non-governmental participants), and 

also voluntary, offering inducements to prospective members in order to apply (CISA, 2021). It 

functions through members generating cyber threat indicators and defensive measures descriptions 

which are then distributed within the AIS network using standardized machine-readable message 

formats, such as Structured Threat Information Expression (STIX) and Trusted Automated 

Exchange of Intelligence Information (TAXII). This solves on of the important problems of cyber 

governance and diplomacy – the willingness and ability to share sensitive information securely 

and in a timely fashion. To protect the information, there is a combination of automated and 

human-based mechanisms to reduce the data transmitted to the minimum necessary, to only store 

important information and to only use it for security purposes. Enrolling in the program is free and 

its technical implementation is also a service that can be contracted to third party companies. The 

AIS program has become a basic infrastructure for ensuring cybersecurity in the select group of 

participants, but also for research, and its usefulness grows the more participants are enrolled in it 

and the more dangerous the cyber threat environment becomes. 

The purpose of the application developed within this research project is to facilitate the reduction 

of information asymmetries between the actors and entities involved in operating, protecting and 

coordinating critical infrastructures. There are two types of actors that can be involved in the 

network: 

• Critical infrastructure operators; 

• Competent authorities of all types. 

In practice and as a result of how the application was developed, there is no difference between 

types of entities involved, only between their roles and user privileges. In order to establish 

hierarchies and flows. This simplification also corresponds to the complex reality that the 

authorities are also, sometimes, operators of critical infrastructures, as are the dedicated defenders, 
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public or private. The information flows are not just one way, between operators and authorities, 

but also two way, since authorities may share information to reduce asymmetries in the 

understanding of the evolution of the security environment and of the wider picture of the system-

of-systems which, generally, only the state authorities possess. The information can also flow 

between operators, who are maybe connected through a relationship of interdependence between 

critical infrastructures. Information flows also between authorities, since they have a hierarchy and 

a need to coordinating and ensure the adequate provision of information between the strategic and 

operational levels of governance.  

Unlike the “Automated Indicator Sharing” program, this application is based on a blockchain 

network component to mediate the sending of messages. This is a fundamental design decision 

that provides an original contribution from this research and results in different patterns in the use 

of the AIS program of the application detailed herein.  

 

Blockchain as an emerging technology 
Blockchain is a new technology with applications in numerous economic, administrative and 

governance related domains. It makes possible the transactions and database modifications that do 

now require an intermediary, while still ensuring integrity and greater security, thereby 

revolutionizing mass models for the organization and delivery of key services. At its most basic, 

the blockchain is a distributed database which is kept by every node or even every participant 

within the network and using specific algorithms, which are under continuous development, to 

automatically validate changes to the database without needing a central coordinating authority.  

A new Industrial Revolution is underway through this solution to a key problem in the organization 

of human activity, that of trust and control. The applications of blockchain technology are much 

more varied than the media fixation on cryptocurrencies like Bitcoin and other financial 

instruments would have us think. We are seeing new domains of business using “smart contracts”, 

supply chain management, fast transaction clearance and many more. From the perspective of 

national authorities, there are numerous potential applications for blockchain as part of governance 

and administrative systems, within the wider framework of e-government, such as electronic 

voting, database maintenance, cadaster management, information exchanges between different 

authorities etc. The application developed as part of this doctoral research project addresses 

security governance issues for critical infrastructures through the facilitation of information flows.   

To implement the concept and developed the application, given the high level of competence and 

resources required to build a new blockchain protocol, we chose to use the Hyperledger 

technology, defined as a development center for applications that will be released open-source. 

Hyperledger gives user advantages such as high performance, ease of use, scalability and various 

data selection mechanisms. In the development process for the application, we used two specific 

instruments from the Hyperledger suite – Hyperledger Indy and Hyperledger Aries (Dhillon et al., 

2017): Indy facilitates the solution to the issue of identity and data sovereignty, while Aries 

facilitates data exchanges and interoperability. 

The latter is important because part of the usefulness of the application that we identified is the 

possibility of it being integrated with and running on the EBSI system (European Blockchain 

Services Infrastructure), whose first nodes in Romania have already been implemented. EBSI is a 

European project that provides infrastructure to accelerate the development of blockchain 

applications of public and private interest in the European Union, and reduce the gap between the 

EU and countries such as the US and China in the field of blockchain. The EBSI architecture 

contains multiple layers that provide generic capabilities and where every service can be built, 
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documented and run. These layers were built with the idea of facilitating unknown future demands 

as efficiently as possible. The use of EBSI infrastructure allows an application to have a faster 

launch, with a higher degree of security, reliability and functionality, but with lower overheads. It 

also uses proof-of-authority to validate changes in the blockchain, which emphasizes consensus 

between preset nodes, thereby using already implemented systems and not requiring great initial 

expenses and buy-in from outsiders to provide mining and pooling capabilities. Proof-of-authority 

was selected because it requires the fewest resources and the least amount of monetization and 

financialization. Neither does it require high levels of electricity consumption to function. The 

control of node distribution ensures trust that the network cannot be subverted by coalitions of 

third party entities with decision rights, as sometimes happens with the miners for commercial 

blockchain networks.  

 

The usefulness of the application  
AIS transmits all data instantaneously, while the application here can register delays, according to 

the time needed for the transaction to be validated in the blockchain. Given the limited number of 

participants to the network (and the implicitly low number of users), which is hinted at by the 

limited number of entities on the lists of designated critical infrastructures and competent 

authorities, we can anticipate that the network of our application will be much smaller than those 

of commercial blockchain networks and that transactions will validate in a short period of time, a 

few minutes at most. 

Even this small delay limits the usefulness of applications for the operational portion of crisis and 

emergency situation management. Rather the application for “Indicator Sharing for Critical 

Infrastructure Protection” can run before, after and in parallel with a crisis to enable trust in the 

integrity of the information received, a transparent custody chain for the information and trust in 

its confidentiality. We believe that the application will most likely be used for routine messaging 

and for reports on time-inelastic crises, as well as reports which become part of post-incident 

analyses to extract information, generate lessons and refine the system. The main facilitator for 

collective crisis management would be an AIS type structure, which prioritizes transmission speed.  

The blockchain network only send a cryptographic key to decrypt the message, not the message 

itself, which is transmitted via normal channels and may consist of a wide variety of content. In 

our vision, messages can be of four types, but only the first was implemented in the demonstration 

version of the application, being the simplest and facilitating two of the other ones: 

1. Messages deliberately formulated by a human user, consisting of text, multimed content 

and other types of attachments, including files with data from the next three message types; 

2. Messages which are formulated and sent automatically, at predefined intervals or whenever 

and abnormal situation occurs. The messages contain technical data regarding the 

functioning of the critical infrastructure, such as temperature, environmental indicators and 

other elements, especially for industrial infrastructures or other complex infrastructures. 

These messages may be parsed and read through automated systems, but solutions have to 

be tailored to each individual case< 

3. Messages which are formulated and sent automatically, and consist of a standardized, 

machine-readable text such as one in the standards Structured Threat Information 

Expression (STIX), which codifies data on an ongoing cyber-attack; 

4. Messages which are formulated and sent automatically, containing information codified 

under the Trusted Automated Exchange of Intelligence Information (TAXII) standard, 
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which is used to collect information on defensive measures undertaken by the actor 

affected. 

The application can be developed in the future through the automation of message transmission 

and through the development of modules allow for standard communication exchanges. These 

messages can also become attachments in the manual communications between users. The 

development of these modules, even in pilot format, is beyond the scope of this research projects, 

but is possible by appealing to existing standards or by integrating ready-made modules from 

suppliers in the field, most of them being American.  

The application will contribute to a better knowledge of the state of our critical infrastructure and 

to a better reconstruction of the crisis period events in order to extract useful conclusions that can 

become the basis of measures to be implemented to increase resilience. The application is suited 

for the following risks: 

Gradual and undetected internal sabotage, manifested through anomalies in system functioning; 

Risks regarding the falsification of data sent to partners during moments of crisis or their use as 

vectors for malware or spyware; 

Risks of counter-intelligence operations to prevent the analysis of attacks, in order for the attacker 

to protect sources and methods. These are often reused by attackers and, therefore, incident 

analyses, the extraction of conclusions, the formulation of recommendations and the distributions 

towards operators can significantly increase systemic resilience.  

Figure 3 shows one main element of the user interface for the application, a main dashboard area 

which allows various functions such as account generation, message redacting, their transmission 

and the reading of received messages.  

 
Figure 3. Dashboard, main page of the application’s user interface. 

 

Through the way in which it was built, the application accommodates a wide variety of information 

flows – for example, a message flow can be sent from a CI operator to the authorities but also other 

CI operators, given (inter)dependencies that justify these flows to increase risk awareness 

regarding the security environment. We chose to use blockchain technology to also highlight the 
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role this emerging technology can play in governance processes and to explore the flexibility of 

the technology in relation to the diverse needs of potential users.  

The application currently runs on virtual machines but, for obvious reasons, it has not been tested 

in real conditions or between separate entities. This is possible with the application as it is right 

now, because it was built with generic components, especially the blockchain portion, which 

guarantees that it will function. In its current iteration, the application has two major features 

missing, because of the effort they would have required: 

Messages are limited to those defined and written by the user, with documents attached. The 

application was can be further developed to transmit standardized messages automatically or on a 

regular schedule, containing technical indicator readouts for the critical infrastructure, but also 

standardized message types already in use in AIS to inform key stakeholders on the state of the 

cyber system’s security and on the defensive measures being implemented; 

The implementation of these standardized messages should also be accompanied by automated 

reading and interpretation modules, which are currently missing. Infrastructure data requires 

custom development for every important indicator of each infrastructure type, keeping in mind the 

specifics of each sector or each individual asset. 

This demonstration application has the potential to be developed for use in certain situations, based 

mostly on the advantages and disadvantages of the blockchain solution, as mentioned before. Even 

if it was conceptually inspired by the American AIS program, its reconfiguration to work with a 

blockchain component has led to a complete paradigm shift and a novel contribution with potential 

use in physical but especially cyber security. With the use of the Hyperledger blockchain, the 

application is further compatible with EBSI, which improves its chances for future development 

outside of the research project. The development of the application represents the culmination of 

the doctoral research program and is the result of the theoretical study and the impact simulation 

developed over the various phases of the project. Overall, the research project makes an important 

original contribution to the study of the impact of emerging digital technologies on the critical 

infrastructure system-of-systems 

Conclusions and original contributions 
Numerous original contributions were made during the research period, which are highlighted as 

part of the doctoral thesis documentation. The following is an exhaustive list of these contributions:   

• The analysis of the systemic transformation phenomena caused by the cyber revolution, 

also from the perspective of critical infrastructures;  

• The analysis of the transformations in the cybersecurity environment; 

• A framework perspective on systemic cyber governance based on the framework of 

Complex System Governance;  

• A perspective on the synergies at governance level between multiple transnational critical 

infrastructure networks (BRI, 16+1, 3SI); 

• A systemic analysis of a global geopolitical initiative from the perspective of critical 

infrastructure theory (BRI); 

• An analysis of the systemic impact of the new legislative proposals at EU level (the CER 

and NIS2 Directives) which, at the moment of finalization of the research, had just been 

approved politically at EU levels; 

• An analysis of the European cybersecurity ecosystem, finalized with a graph chart that 

highlights its complexity; 
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• A series of priority domain proposals to develop new cyber capabilities at national level 

that would be useful not just economically, but also from the perspective of enhancing 

Romanian cybersecurity;  

• An open-source analysis of the problem of cyber weapons proliferation, focused on 

Wikileaks documentation; 

• The development of a high-level Netlogo model that can underline the role of cooperation 

between the critical infrastructure operator and various entities and agencies involved in 

cybersecurity issues in order to ameliorate the negative impact of exposure to a 

cybersecurity environment that is beset by deliberate threats;  

• The development of a demonstrative application based on blockchain technology which 

can mediated communications between the critical infrastructure operators and various 

stakeholders and other entities with a role in the national CIP efforts. The previously 

developed Netlogo model validated the usefulness of such an application, which was 

initially suggested from the literature review, and the documentation includes also 

suggestions of future development for the application to increase its usefulness. 

This application is an original contribution in three ways: 

1. It demonstrates how the emerging blockchain or Distributed Ledger technology can be 

used to mediate secure communications between critical infrastructure operators and the 

competent authorities as part of the Critical Infrastructure Protection process and the 

governance of security;  

2. Even though it was built using Hyperledger technology, the application can function within 

the EBSI infrastructure and demonstrates a potential new application area for EBSI (the 

European Blockchain Services Infrastructure) which does not feature so many applications 

at the current moment and most of them are geared towards identity management and 

validation of claims;  

3. Contributes to the understanding the impact of blockchain technology implementation at 

critical infrastructure management level (through communications), including from the 

perspective of Complex System Governance. 

We consider that the research project has reached its goal – through a thorough review of specialty 

literature and through our own experience working in this field and in inter-institutional 

cooperation, we explored the systemic effects of the digitalization of critical infrastructures and of 

the emerging digital technologies. Numerous original contributions were made, on a point-by-

point basis, to the analysis and the understanding of these phenomena. From the research, we 

concluded that it is very important to optimize the collective cyber defense process for critical 

infrastructures and to explore innovative ways to enhance the effectiveness of governance. We 

chose to address the issue of the communication between various entities involved in the protection 

of a critical infrastructure. The first original contribution was to use a program for modelling and 

simulation with wide use in the academic world in order to implement an agent-based modelling 

solution to illustrate the importance of communications and information exchanges in order to 

address cybersecurity issues facing critical infrastructure operators. The second contribution was 

to develop a demonstration application that facilitates this communication and to which also 

integrates an emerging digital technology, which is the blockchain technology. The application is 

functioning and usable.   

The final conclusion of the research efforts is that the security environment is complex, dynamic 

and challenging, and digital trends will amplify our uncertainties and our exposure to deliberate 

threats stemming from financial, criminal and even military motives. Even worse, these attacks 
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will target the critical socio-technical systems which produce critical goods and services which 

facilitate the economic, social and political lives of our nation and of the European Union. Despite 

these issues, we can advance our knowledge of these trends to improve the security governance 

processes, and we can develop new instruments to ensure successful governance of these complex 

critical infrastructure systems.  
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