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1 | Introduction

1.1 Research Statement and Thesis Objectives

owadays, as technology has evolved through advancements in cloud computing, online bank-
N ing operations, social networks, and automated processes, the information that is stored,
managed by various IT devices, or that passes through networks is at risk. The same accelerating
rhythm in developing new tactics and techniques is observed on the adversaries’ side. They launch
cyber-attacks that target from regular users and companies to governments to steal data and cause
damage. Cyber threats encompass attacks against critical infrastructures that include systems in
transportation, communications, water, and power fields. The security threats also consist of oper-
ations conducted by cyber-criminals to defraud and steal data from victims [6]. Some of the effects
of these attacks would be the disruption of business continuity and customer trust degradation
[2]. The adversaries try not to leave traces on the compromised hosts by disabling or bypassing
in-place security tools, removing security logs, and deleting created accounts and malware samples
used during the incident.

Table 1.1 presents the effects and consequences of modern cyber threats against various
domains.

Taking into account the fact that nowadays adversaries develop sophisticated malware samples
to evade detections and thwart malware analysis, solid detection strategies and countermeasures
procedures should be implemented. If they can not fully stop the adversaries’ plan, at least they
can make their mission harder to fulfill, and maybe they can leave some traces so that they can
be detected afterward [4].

All detection strategies and countermeasures procedures we proposed along with the security
solution we designed and developed, have determined different security approaches with different
results, each presented in the following chapters. The results we have reached are based on the
research questions and objectives established in Table 1.2.

Our detection solutions did not propose to build a user-centric context, but consider cases
generally available for all users.

The main goal of the thesis is to identify the modern cyber attack types and
develop detection strategies and security solutions that can provide accurate results
and fast response time. To this respect, we started with a survey of the existing solutions
in the literature and then tested and proposed new approaches that could bring innovation and
better results. We compared the systems we designed with the ones that were proposed by other
researchers in the field and outlined the advantages and improvements ours have.

We defined the thesis goals by answering the following research questions:

1. What are the modern cyber-security attack types, and how could organizations
defend against them? (RQ1)

We surveyed different research papers in the literature and blogs from popular security ven-
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dors to identify the most prevalent cyber-security attacks, determine how they are operated,
which are the most innovative tactics and techniques. Further, we studied the top infec-
tion vectors used by adversaries to get access to the systems and classified different malware
families that targeted various industries and operating systems. We have proposed modern
cyber-attack detection strategies and countermeasures that can assist regular users and re-
searchers to defend, detect, or at least minimize the risk of a successful attack that could
target them.

2. How could malicious short URLs be detected? (RQ2)
Short URLs have been designed to offer the possibility of utilizing a URL that has fewer

characters and points to the original site as the long URL. Recently, many security vendors
reported the use of short URLs in malware campaigns. The attackers prefer this method
since they can hide the real malicious website, and victims do not know what is behind the
shortened form. We have proposed a combined solution that uses Machine Learning (ML)
algorithms and different open-source Threat Intelligence platforms to detect malicious short
URLs.

3. How to detect malicious short URLs in smishing attacks? (RQ3)

According to a threat intelligence (TI) report [15], phishing was the most common infection
vector used throughout 2021. Phishing has many forms, depending on how it is performed.
For example, if it is achieved via SMS messages, it is called smishing (i.e., sms phishing).
Smishing has been used in multiple campaigns for malware sample delivery, such as TeaBot,
TangleBot, and FluBot. We have proposed a novel Cloud-Edge model to detect malicious
short URLs in smishing attacks. Our designed system leverages TI platforms and Machine

Learning algorithms.

4. How to increase the security systems’ efficiency in cyber attack detection? (RQ4)

One of the security solutions used in cyber-attack detection is Endpoint Detection and Re-
sponse (EDR) systems. They are sophisticated intrusion detection systems that match sys-
tem events with known adversarial behaviors. Although they promise satisfactory results
in cyber-security threat mitigation, they face the following challenges: they generate a high
number of false positives, the alerts’ veracity must be manually verified by a security an-
alyst, etc. Therefore, we proposed a distributed solution based on the Cloud-Edge model
for smishing attack detection that diminishes the shortcomings of classical EDR systems
through modern solutions such as threat intelligence and machine learning. Moreover, our
designed solution integrates a ChatBot solution that facilitates ease of usage and increases
users’ awareness. This project we proposed was part of a Proof of Concept program (Invest
National University of Science and Technology POLITEHNICA Bucharest Proof of Concept

program), and we worked on the development of a business plan.

5. How to detect cyberbullying in multimedia files? (RQ5)

A recently observed form of cyber attack is cyberbullying. It occurs when a person threatens,
worries, or terrifies somebody through electronic means. This malicious behavior usually
takes place in schools, universities, or at home. It is usually achieved via social media
networks (e.g., TikTok) where people send or share videos or GIF files that have bullying
content. We proposed two different solutions for cyberbullying detection. One targets GIF
files, while the other handles TikTok videos.

User-centric Cybersecurity Attacks Management in Future Generation Computer Systems (PhD Thesis) -
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6. What are the main cybersecurity risks and potential countermeasures procedures

for large-scale infrastructures? (RQ6)

Transportation, education, healthcare, government, infrastructure, and many other fields in
a large-scale infrastructure passed through the technologization process. Consequently, there
are a lot of programs, applications, and automated processes that are critical for business
continuity and service delivery. Their importance and usability for human daily lives made
attackers consider these domains as potential targets for getting more profit. We proposed a
framework for cybersecurity risk assessment in large-scale infrastructures alongside mitigation
techniques and countermeasures. The methodology we employed in our study is qualitative
and is based on projects from the CORDIS database of the European Commission related to

cybersecurity governance in smart cities.

1.2 Thesis Outline

he main objectives of this thesis are the identification of the most prevalent cyber attack types
T in the modern era and the development of detection strategies, countermeasures procedures,
and robust security solutions that provide efficiency, accurate results, and fast response time.

The first step in accomplishing this objective is to determine the top cyber-attack types, infec-
tion vectors, malware development tendencies, and cyber threats that target various industries and
operating systems. Besides this, we searched for related detection strategies and countermeasures
procedures.

The specific sub-objectives are the following: malicious short URL detection, smishing attack
identification, the development of a next-generation agent-based EDR, system for cybersecurity
threats, cyberbullying detection in multimedia files, and cybersecurity governance in large-scale
infrastructures.

In Chapter 2, we present the most recent cyber-attack types, infection vectors, threat groups,
malware development tendencies, and many other things of interest that describe the threat land-
scape for the 2021-2022 period.

In Chapter 3, we highlight traditional and modern cyber-attack detection strategies along
with the latest countermeasures procedures. They provide important guidance for defending orga-
nizations against sophisticated malware samples.

In Chapter 4, we present an exhaustive system for malicious short URL detection. We
integrate our system with open-source threat intelligence platforms and Machine Learning (ML)
algorithms.

In Chapter 5, we discuss a scalable technique to detect malicious URLs in smishing attacks
based on a Cloud-Edge architecture, using threat intelligence platforms and Machine Learning
algorithms that classify the URLs based on their features. To showcase the effectiveness of our
solution, we implement an Android application that detects malicious short URLs in SMS messages
and notifies the user concerning their legitimacy. This chapter is based on a research article that
represents a revised and expanded version of a paper entitled Malicious Short URLs Detection
Technique presented at 2023 22nd RoEduNet Conference: Networking in Education and Research
(RoEduNet), Craiova, Romania, 2023.

In Chapter 6, we present two solutions for cyberbullying detection in multimedia files using
deep learning models. The first performs bullying detection in GIFs, while the other accomplishes
the same task for TikTok videos.

In Chapter 7, we discuss NextEDR - Next-generation agent-based EDR systems for cyber-
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security threats, an innovative and interactive Cloud-Edge-Continuum Endpoint Detection and
Response platform for protecting modern organizations from cybersecurity attacks. We design a
Proof-of-Concept based on an interactive communication agent (ChatBot) solution for phishing
detection in short URLs. This project we proposed was part of a Proof of Concept program (In-
vest National University of Science and Technology POLITEHNICA Bucharest Proof of Concept
program), and we worked on the development of a business plan.

In Chapter 8, we present a framework for cybersecurity risk assessment in large-scale infras-
tructures alongside mitigation techniques and countermeasures procedures. The methodology we
employ in our study is qualitative. It is based on 66 projects from the CORDIS database of the
FEuropean Commission related to cybersecurity governance in smart cities.

In Chapter 9, we present the main conclusions of the research of this thesis with the main
advantages and shortcomings of each of the proposed security approaches. The main focus of
the thesis represents the identification of the most prevalent cyber threats in the modern era and
the development of solid detection strategies, countermeasures procedures, and robust security

solutions that provide high accuracy and fast response time.

User-centric Cybersecurity Attacks Management in Future Generation Computer Systems (PhD Thesis) -
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Table 1.1. Cyber threats’ effects and consequences against various fields.
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Table 1.2. Thesis objectives and methodology.
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2 | Critical Analysis of Modern Cyber
Security Attacks

n this chapter, we discuss the most recent cyber-attack types, infection vectors, threat groups,
malware development tendencies, and many other things of interest that describe the threat
landscape for the 2021-2022 period. The content of this chapter is based on the publication of the
paper Modern Cyber Security Attacks, Detection Strategies, and Countermeasures Procedures in
2023 24th International Conference on Control Systems and Computer Science (CSCS).

2.1 The Actual Tendencies for Malware Development

he malware authors use their skills to build more sophisticated samples that can easily bypass
T the in-place security systems. In this section, we present the modern tendencies for malware
development, covering the techniques that are the most employed by adversaries to achieve their
final goal.

Next-level Detection Evasion

Ransomware authors changed their attack tactic by using intermittent encryption that is much
faster (only some blocks of data are encrypted, not the entire filesystem). Some changes also were
observed in C2 communications, adversaries making use of the cloud technology not to be uncov-
ered. They even utilize the DNS protocol to hide their communication (a.k.a. DNS Tunneling). To
hinder malware analysis, adversaries use advanced code packers (e.g., UPX, Themida, MPRESS)
and obfuscation techniques. The use of different programming languages, such as PureBasic or

Nim, decreases the ease of the reverse engineering process [15].

Malware Focus on Virtualization

Virtualization platforms preferred by adversaries are Docker and Windows containers or Kuber-
netes. Multiple ransomware families were observed targeting Linux-based VMWare ESXi servers.
Instead of encrypting the operating system that runs inside, the adversaries chose to use this type
of attack against the virtual machine (VM) files.
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Figure 2.1. Cyber attacks taxonomy.
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2. Critical Analysis of Modern Cyber Security Attacks 10

2.2 Current Threat Landscape

his section presents the most prevalent cyber threats in the modern era. It includes the
T top cyber-security attack types, infection vectors, geographic trends, the most active threat
groups, and many other things of interest.

In Fig. 2.1, the taxonomy starts with a short classification of the equipment or devices
targeted by adversaries. Then, the most prevalent types of attacks are exhibited for every one of
these platforms. Finally, the detection strategies and countermeasures that can be employed for
each kind of attack are displayed on the left and right sides, respectively.

The most prevalent cyber-security attack types observed in the modern era are ransomware,
server access, business email compromise, data theft, and credential harvesting.

An attack vector represents a method by which an adversary obtains unauthorized access to
a system in order to achieve malicious actions [23]. The top infection vectors used by adversaries
are phishing, vulnerability exploitation, stolen credentials, brute force, and remote desktop.

According to a report published by Proofpoint, researchers have identified in Europe a rise
of 500% of mobile malware delivery attempts between the start and the end of February 2022 [9].
Today’s mobile malware specimens have more capabilities being able to track location, remove
important files, or record phone audio and video. Table 2.1 describes the most common mobile

malware specimens [9].

Table 2.1. Mobile malware types, functionality, and regional spread, 2022.

[=] [=]
S| -8 | —= ¢ g >
- tlE% | € _|8¢e| F|us =)
3 ag B2 | B |<SE | wg | Q% g 8
a0 AN o 0 g 0 o QO o P E < — ﬂ S &
20 @ 2 | g4 e 0 0 > = &b
< < g E S W pa n g |z (o)
= g E" g ~ e o) Q: ? A, @
g g @) E g n €3] U
[ [
FluBot Android Yes Yes Yes No Yes Yes Asia, UK,
Europe
TeaBot Android Yes Yes Yes No Yes Yes UK, Europe
TangleBot Android No Yes Yes Yes No Yes | North America
MoqHao Android Yes Yes Yes No Yes No Asia, Japan
BRATA Android Yes Yes Yes No Yes No UK’IE;;OPQ’
TianySpy | Android, iOS | Yes Yes Yes No No No Japan
KeepSpy Android Yes Yes Yes No No No Japan

The most affected industries by attacks in 2021 were manufacturing, oil and gas, transporta-
tion, utilities, mining, and heavy and civil engineering. Ransomware is the leader in the attack
types that targeted industries with OT networks in 2021.

According to the X-Force Incident Response study [15], cybercriminals are leaders in the
source of cyberattacks. They are followed by nation-state actors who had espionage and surveillance
as the primary goals for conducting their actions.

The majority of the cyber security attacks that took place in 2021 were directed to Asia, with
a percentage of 26% of the total number. From this region, Japan was the most attacked due to
the Olympic games that took place there in the summer of 2021. The most prevalent malware
family that targeted this continent was REvil ransomware. The finance and insurance industries
were the most affected. Asia is closely followed by Europe and North America.

User-centric Cybersecurity Attacks Management in Future Generation Computer Systems (PhD Thesis) -
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2. Critical Analysis of Modern Cyber Security Attacks 11

2.3 Conclusions

his chapter treats significant key aspects concerning modern cyber security threats by providing
T an overview of the types, most targeted platforms, and geographic regions. Also, it outlines
the innovations that appeared in the field of malicious software development by attributing them
to one of the most active attacking groups we present. These target different private and public

organizations depending on the interests or causes for which they fight or protest.
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3 | Detection Strategies, and Counter-
measures Procedures for Cyber At-

tacks

n this chapter, we discuss traditional and modern cyber-attack detection strategies along with
I the latest countermeasures procedures. The content of this chapter is based on the publication
of the paper Modern Cyber Security Attacks, Detection Strategies, and Countermeasures Procedures
in 2023 24th International Conference on Control Systems and Computer Science (CSCS).

3.1 Traditional Cyber Attacks Detection Strategies

raditional security systems, such as firewalls, virtual private network (VPN) applications,

Anti-Virus (AV) solutions, and intrusion detection/prevention systems (IDS/IPS), are used

to secure access to a specific device or network and protect sensitive data. They are based on rules
or signatures to detect security threats. Below, we present the traditional security systems:

o Firewall - It is a network security device that monitors the traffic that gets into the network
(inbound) and the one that gets out of the network (outbound). The firewall can allow the
traffic to pass through or block it based on some security rules [8].

e VPN - It is a security solution that assures user privacy on the Internet by hiding their IP
address. It also secures the Internet connections when users are navigating. When using a
VPN solution, all data in transit is encrypted [22].

e Anti-Virus - It is a security solution that protects computers from various threats by block-
ing malicious websites and quarantining and removing dangerous files or programs. It scans
workstations for malware detection and periodically receives updates with new virus signa-
tures to identify the latest threats [3].

o IDS/IPS - Intrusion detection systems deal with traffic monitoring and analysis for threat
detection. IPS solutions have the same capabilities as IDS, but they can also prevent cyber-

attacks by terminating network connections or dropping packets [1].

3.2 Modern Cyber Attacks Detection Strategies

Today’s cyber-attack detection systems perform either host computer analysis or network moni-
toring to capture data related to cyber-attacks [13]. Some popular attack detection strategies

are:

o Host Intrusion Detection Systems (HIDS) - this equipment stays on a host and monitors
different activities that take place there. To have better visibility into the ongoing operations,

it collects log files and network data and looks at system calls, executed processes, process

12
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trees, etc.

o Network Intrusion Detection Systems (NIDS) — this equipment can monitor the network
traffic of an entire class that passes through a link and, based on that, can identify different
cyber-attacks. A NIDS is installed on a physical machine that has to have enabled a port in
promiscuous mode to intercept the traffic. However, it can not defend against attacks that
happen on hosts, as a HIDS would do [7].

Nowadays, the most important approaches employed by systems that are used in cyber-attack
detection are signature, anomaly, and specification. As a simple comparison, signature-based
detection is utilized for known threats, while anomaly-based detection is employed for changes in
behavior, being capable of detecting new or unknown attacks.

3.3 Modern Countermeasures against Cyber Attacks

n order to make the attacker’s life harder and decrease their chances of success, some counter-
measures need to be taken and implemented. Below, are presented some of the most important
actual countermeasures:

e Security Audits — it is better to regularly conduct security audits to discover possible
vulnerabilities, risks, misconfigurations, out-of-date programs or services, and so on, that
can easily be exploited by an attacker. In companies, this measure ensures that customer
data is protected [14]. Moreover, another feasible option would be the penetration tests
where an attacking group’s specific capabilities are emulated.

e User awareness — all of the employees in a company should be aware of the last phish-
ing/vishing techniques employed by attackers to steal credentials, credit card information,
or any other type of sensitive data. To prevent such attacks, employees should participate in
different security training.

o Up-to-date software — one of the good practices is to keep the software up-to-date. This
fact requires some in-place policies concerning the installation of software updates and secu-
rity patches for the operating system, computer programs, drivers, etc. Updating software
provides many benefits like bug fixing, vulnerability patching, improved performance, and
the release of new features [21].

o Endpoint Detection and Response (EDR) — a plus value in the prevention and detection
of cyber attacks can be brought by the EDR solutions that automatically monitor for, identify,
remove, or quarantine malware specimens. EDR solutions collect data from endpoint and

network levels and provide detection, prevention, investigation, and response capabilities.

3.4 Conclusions

ur research addresses modern cyber-attack detection strategies and countermeasures that can
O assist regular users and researchers to defend, detect, or at least minimize the risk of a
successful attack that could target them. Our paper proposes several popular and efficient defensive
procedures.

User-centric Cybersecurity Attacks Management in Future Generation Computer Systems (PhD Thesis) -
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4 | Malicious Short URLs Detection

Technique

n this chapter, we discuss an exhaustive system to detect malicious short URLs by leveraging
I threat intelligence data from popular platforms like VirusTotal and PhishTank and by em-
ploying various Machine Learning (ML) algorithms. Our system works for every URL, no matter
the shortening service used either public or custom. The content of this chapter is based on the
publication of the paper Malicious Short URLs Detection Technique in 2023 22nd RoEdulNet Con-
ference: Networking in Education and Research (RoEduNet). This chapter is organized as follows:
first, we present in section 4.1 an introduction to the field of the studied issue. Then, section
4.2 introduces the implementation details of the proposed solution. In section 4.3, we present an
analysis of the experimental results. Conclusions about the capabilities of the proposed solution
in performing malicious short URL detection end our chapter.

4.1 Background

URL shortening service is a system that takes a URL (Uniform Resource Locator) from a user
A and converts it into a short form. The latter represents an alias of the original one and can
be shared with every person. When somebody accesses a short URL, there is firstly performed
a network connection to the shortening service provider that redirects the request to the original
website the user intends to access (i.e., the landing page). This process happens automatically,
without user intervention. Short URLs can be used for both legitimate and malicious purposes.
The main advantage for adversaries when using this kind of URL is they hide the final destination.
Therefore, victims are not aware of the final landing page they are redirected to and can not spot
some suspicious features that would be present in the original URL.

Our research focuses on the development of an exhaustive system for malicious short URL
detection. To showcase the system’s effectiveness, we will consider all types of short URLs, no
matter the shortening service used, either public or custom. Moreover, we get the final URL the
user will land on by tracing all HT'TP Redirect connections. Further, we integrate our system with
open-source threat intelligence platforms like VirusTotal and PhishTank to check the reputation
of the final URL. If the scanning engines do not identify the final URL as malicious or suspicious,
it is transmitted to our proposed Machine Learning model for classification. The model’s accuracy
reaches up to 97%.

The next section introduces the details of the implementation of the proposed solution.

14
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4.2 Solution Design and Implementation

he system is designed for any user and utilizes a service for short URL reception. Once
T received, it is converted to the final form (i.e., a landing page) and sent to open-source
Threat Intelligence platforms that we have integrated to provide accurate results and up-to-date
information.

For the situation when the URL is not detected by the Anti-Virus engines or is not present in
the phishing database, we propose an additional security layer that makes use of Machine Learning
(ML) algorithms. The ML model has a very high detection accuracy since we propose an enhanced
set of features combined with a balanced dataset so that data is processed in the correct conditions.

The system’s architecture is described in Fig. 4.1:

> 1] VIRUSTOTAL

o

Internet
11— a
Short URL
analysis
system @
ML
model

Figure 4.1. System general architecture.

Below, we present the details of each detection approach.

Threat Intelligence Approach

Fig. 4.2 presents the threat intelligence approach we have proposed in the initial security assessment
of a short URL. To showcase the effectiveness of our solution, we developed a Java application
using IntelliJ IDEA IDE. It listens for a short URL and forwards it to the next module. There, the
final URL is obtained by connecting to the received short URL and following all HTTP Redirect
connections. The final URL is sent via APIs to open-source Threat Intelligence platforms (i.e.,
VirusTotal and PhishTank) for scanning. If they find it malicious or suspicious, the user is notified,
otherwise, the URL is sent for classification to the Machine Learning (ML) model.

Machine Learning Approach

This phase is meant to bring an additional layer of security checking to ensure the right decision
is taken toward the nature of a URL. Before sending it for classification, we trained the Machine

Learning (ML) model on a balanced dataset we obtained from [24]. It contains 11430 instances

User-centric Cybersecurity Attacks Management in Future Generation Computer Systems (PhD Thesis) -
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Figure 4.2. Threat Intelligence approach.

and a set of 87 features. We adapted it, added three more features, and improved its accuracy to
96.7454% using the Random Forest algorithm. These features belong to three categories: the URL
lexical properties, website content, and external domain specifications.

The features that we propose belong to the URL lexical properties, and they refer to the
number of parameters passed in the URL, whether it contains the '&amp;’ syntax instead of the

&’ symbol, and whether a fragment is mentioned so that the user is directed in a specific zone of

the webpage when they access the URL.

Module 4 Send URL to ML
model for
Prepare classification
URL for ML —_—
analysis
Malicious/ Return ML
suspicious / result back to
~ mobile app
Module 3 . ML
1 model

Notify the

user

Short URL
analysis system

Figure 4.3. Machine Learning approach.
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Fig. 4.3 describes the machine learning approach we propose as an additional layer of security
checking so that an accurate decision is followed.

In the Prepare URL for ML analysis phase, we have the URL converted from its short form
to the original one that points to the intended web destination. Further, it is sent to the ML
model for classification. Once this process is done, the user is notified about the URL’s reputation:

malicious or legitimate.

4.3 Experimental Results and Analysis

n this section, we describe the obtained results by both the Threat Intelligence and Machine
Learning (ML) approaches in malicious short URL detection. We also present details about
the ML training and feature extraction processes. Finally, we compare several ML algorithms

concerning their accuracy in detecting malicious short URLs.

Threat Intelligence Analysis

In this subsection, we discuss the efficiency and detection time of the Threat Intelligence (TT)
approach. We have conducted some empirical tests for URLs that have been shortened and belong
to the following categories: malicious, legitimate, and phishing. We took three URLs for each of
these classes. More details about the short URIls we conducted the tests against are presented in
Table 4.1.

Table 4.1. Threat Intelligence analysis times.

. URL Analysis
Short URL Final URL Reputation timey(s)
https://shorturl.at/fuxAE https://call.raidstore.org/ Malicious 81.267
https://t.ly/yEC__ https://technology.macosevents.com/ Malicious 2.394
https://rb.gy/w2ilu https://press.infomapress.com/ Malicious 1.889
https://rb.gy/wtkns https://stiri.botosani.ro/ Legitimate 1.737
https://tinyurl.com/kyc44£t8 https://www.bbc.com/ Legitimate 2.717
https://cutt.ly /zwr2HIaS https://www.amazon.com/ Legitimate 2.864
b?node=21576558011&
ref —alxcom_ Irnmore_ btn_ 23
https://urlis.net/b94wy861 https://sucursalcentroapp.brizy.site/ Phishing 2.681
http://tiny.cc/tzb8vz https://kuccoiieeiinelovuiie. Phishing 2.499
godaddysites.com/
https://urll.io/s/VpEwo https://anime-info777.com Phishing 3.879

Machine Learning Model Training and Classification

In this subsection, we discuss different time metrics concerning Machine Learning (ML) training,
feature extraction, and classification phases. To test the speed of the combined feature extraction
and ML classification processes, we chose ten URLs for each of the categories: phishes, legitimate,
and unknown. The time for these two combined processes can vary from 2.8171 (s) to 118.9281
(), as can be seen in Table 4.2 since the feature extraction process depends on factors like the
size of the website’s content, the response time from other queried platforms (e.g. Open PageRank
for the domain popularity, iPTY for the domain age).

User-centric Cybersecurity Attacks Management in Future Generation Computer Systems (PhD Thesis) -
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Table 4.2. Duration metrics for the ML model training, feature extraction, and ML classification.

Opeartion Duration (s)
ML model training 8.3454

Min: 2.8171
Feature extraction + ML classification | Max: 118.9281
Avg: 12.2929

Min: 2.4097

ML classification Max: 3.3585

Avg: 2.6234

The Accuracy of the Machine Learning Classification Algorithms

We surveyed multiple papers in the literature that address the studied issue, and we observed the
most prevalent machine learning (ML) classifiers employed by other researchers are JRip, PART,
J48, and Random Forest. JRip and PART are rule-based classifiers, while J48 and Random Forest
are based on decision trees. We did not choose complex ML algorithms such as convolutional
neural networks since we do not have so much data to be classified. Instead, they are usually
utilized for image or video classification. Another reason for not choosing complex ML algorithms
that require much computational resources is that we would like to deploy our detection solution
on any computer.

We ran four Machine Learning (ML) classification algorithms on our dataset: JRip, PART,
J48, and Random Forest. The best accuracy was achieved with the latter. Table 4.3 shows the
accuracy of each of the algorithms before and after our proposed features were integrated into the
ML model.

Table 4.3. The accuracy of the ML algorithms.

ML Accuracy with Accuracy with
aleorithm proposed feature | default feature
g set (%) set (%)
JRip 94.6194 94.5757
PART 95.4243 94.8206
J48 94.7332 94.5932
Random Forest 96.7454 96.6054

4.4 Conclusions

his chapter presents a combined solution that uses Machine Learning (ML) algorithms and
different open-source Threat Intelligence platforms to detect malicious short URLs. The
system is designed for any user and covers different scenarios: legitimate, suspicious, and malicious
URLs that are shortened. The results showed that malicious short URLs can be identified, and
the user is notified concerning the URL’s legitimacy.
Our system analyzes any short URL, no matter the shortening services used, either public or
custom.

The accuracy of the ML model is almost 97% using the Random Forest algorithm.

User-centric Cybersecurity Attacks Management in Future Generation Computer Systems (PhD Thesis) -
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5 | Distributed Malicious URL Detec-
tion Technique for Smishing Attacks

n this chapter, we discuss a distributed technique to detect malicious URLs in smishing at-
I tacks based on a Cloud-Edge architecture, using threat intelligence platforms (e.g., VirusTotal,
PhishTank) and Machine Learning algorithms that classify the URLs based on their features. To
showcase the effectiveness of our solution, we implement an Android application that detects mali-
cious short URLs in SMS messages and notifies the user concerning their legitimacy. The content of
this chapter is based on the publication of the paper Scalable Malicious URL Detection Technique
for Smishing Attacks in International Journal of Computational Science and Engineering. This
chapter is structured as follows: Section 5.1 presents an introduction to the field of the studied
issue. In Section 5.2, we present our proposed solution. Section 5.3 presents the deployment of our
solution showcasing its effectiveness, and in Section 5.4, we highlight the experimental setup and
analyze the obtained experimental results. Finally, in Section 5.5, we conclude the results of the

solution and identify future research opportunities.

5.1 Background

he most frequent method to get access to smartphones and target as many people as possible
T is SMS phishing (e.g., smishing) [17], [16]. According to the 2022 Cyber Attack Trends: Mid-
Year report from Check Point [12], FluBot is the second in the top mobile malware globally. It is
an Android banking malware that uses smishing as an infection vector. Furthermore, it utilizes the
same SMS message that is sent to all contacts from the victim’s agenda, leading to an exponential
spread.

In this paper, we present a distributed solution based on the Cloud-Edge model for smish-
ing attack detection that diminishes the shortcomings of classical EDR systems through modern
solutions such as threat intelligence and machine learning. This result is based on our previous
research related to malicious short URL detection [19]. That study proposes an exhaustive system
to detect malicious short URLs by leveraging threat intelligence data from popular platforms like

VirusTotal and PhishTank and by employing various Machine Learning (ML) algorithms.

5.2 Proposed Architecture

n this section, we describe the proposed architecture along with its components. We present its
I advantages and the gains in terms of security, scalability, and efficiency end users would obtain
when utilizing it.

We design a distributed architecture based on the Cloud-Edge model that aims to reduce the

communication overhead through communication gateways (e.g., Set-top boxes from the Cloud-

19



5. Distributed Malicious URL Detection Technique for Smishing Attacks 20

&

ML model

VIRUSTOTAL

Thousands of
Data Centers

FOG Millions of

Billions of

EDGE devices

[
Smartphone

Tablet Smartphone
g == <
°

Smart TV Smartwatch Smart TV Smartwatch

Figure 5.1. Cloud-Edge architecture.

Edge model) as presented in Figure 5.1. In the Edge layer, we have mobile devices such as
smartphones, smartwatches, tablets, and smart TVs. Furthermore, in the Fog layer, we propose
a solution based on Set-top boxes that are connected to the Edge and Cloud layers. The main
objective of the Fog devices is to receive URL verification requests from the Edge devices and send
them to the Cloud layer, where they are analyzed using the two following approaches:
o the Intelligence approach that is based on threat Intelligence platforms (e.g., VirusTotal and
PhishTank) and,
o the Machine Learning approach that uses classification algorithms (e.g., JRip, PART, J48,
and Random Forest).

In case of a positive result from the Cloud layer, the Set-top boxes underlay will send no-
tifications to all the mobile devices connected to them. Using this approach, we ensure a low
communication overhead of the system and low incident response time in case of a smishing at-
tack.

Furthermore, our architecture is also suitable for high availability (e.g., 24/7) of incident
response systems. We use load-balancing technology such that if a Set-top box fails, it is automat-
ically replaced by another. Another important aspect we handle is the overhead problem. When
there are too many requests to a Set-top box, some will automatically be handled by another.
That would bring performance and efficiency.

The communication between layers is realized through Internet protocols, while the Edge de-
vices can communicate with each other using Internet protocols or ad-hoc communication channels
based on Bluetooth (e.g., Bluetooth low energy). In this way, the system guarantees the delivery
of the notifications that indicate infected URLs. Therefore, in the case of a security incident, one
Edge device can rapidly announce the others so that they can enable the protection measures.

The workflow is presented in Figure 5.2.

User-centric Cybersecurity Attacks Management in Future Generation Computer Systems (PhD Thesis) -
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Figure 5.2. Overall workflow diagram.

5.3 System Deployment

n this section, we present details about the system deployment phase of our proposed solution.
To showcase the effectiveness of our system, we ran several tests with different types of SMS

messages.

e An SMS containing a malicious URL, according to Threat Intelligence data - The user receives
an SMS message with a short URL. After the final URL is obtained, the Threat Intelligence

platforms report it as being malicious. Fig. 5.3 and 5.4 describe these steps.

B Messages - now # ~

(650) 555-1212

Please be aware the Covid-19 restrictions in your
region were updated. You were recorded as leaving
your home yesterday. Follow the link to pay the fine
of f (§50):https://shorturl at/azA0Q

G‘ Open link

Mark as read Reply

Figure 5.3. SMS with malicious short URL received.
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. SMS_Intercept_Get_Final_URL * now ~

IMPORTANT

The fellowing URL: https://shorturl.at/azA0Q is MALICIOUS
according to the threat intelligence data. You are a
potential target of a smishing campaign.

Figure 5.4. SMS successfully classified as smishing.

e An SMS containing a legitimate URL according to our ML model - The user receives an
SMS message with a short URL. After the final URL is obtained, the Machine Learning
(ML) model classifies it as legitimate. Fig. 5.5 and 5.6 present these phases.

B Messages - now & ~

(650) 555-1212

Register with your details to Kia website and
automatically get a prize! Just click this link:
https://shorturl.at/kngsD

@ Open link

Mark as read Reply

Figure 5.5. SMS with legitimate short URL received.

. SMS_Intercept_Get_Final_URL * now ~

IMPORTANT

The following URL: https://shorturl.at/kngsD is LEGITIMATE
according to our Machine Learning algorithms. The
received SMS is safe.

Figure 5.6. SMS successfully classified as safe.

e An SMS containing a malicious URL according to our ML model - The user receives an SMS
message with a short URL. After the final URL is obtained, the Machine Learning (ML)

model classifies it as malicious. Fig. 5.7 and 5.8 present these steps.
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B Messages - now # -~

(650) 555-1212
DHL: Your parcel is arriving, track here:
https:/rb.gy/b1g7u

G Open link

Mark as read Reply

Figure 5.7. SMS with malicious URL received.

. SMS_Intercept_Get_Final_URL - now ® ~

IMPORTANT

The following URL: https:/rb.gy/b1g7uis MALICIOUS
according to our Machine Learning algorithms. You are a
potential target of a smishing campaign.

Figure 5.8. SMS successfully classified as smishing.

5.4 Experimental Results and Analysis

In this section, we describe different time and performance metrics of both the Threat Intelligence

and Machine Learning approaches.

Threat Intelligence Analysis

We have conducted some empirical tests and obtained the results in Table 5.1 for the case when
the URLs were not in the local database.

Table 5.1. The analysis time of the Threat Intelligence approach.

‘ Short URL ‘ Final URL | T.I. analysis time (s) | URL reputation |
) ) . Malicious + Time out
https://shorturl.at/fuxAE https://call.raidstore.org/ 81.267 from its IP
B https://technology. Malicious +
https://t-1y/yEC macosevents.com,/ 2.394 NXDOMAIN
. . Malicious +
https://rb.gy/w2ilu https://press.infomapress.com/ 1.889 NXDOMAIN
https://rb.gy/wtkn https://stiri.botosani.ro/ 1.737 Legitimate
https://tinyurl.com/kyc44ft8 https://www.bbc.com/ 2.717 Legitimate
https://www.amazon.com/b?
https://cutt.ly /zwr2HIaS node=21576558011 &ref = 2.864 Legitimate
alxcom Irnmore btn 23
B N https://sucursalcentroapp. - .
https:/ /urlis.net /b94wy861 brizy.site/ 2.681 Phishing + Online
f e g https://kuccoiieciinelovuiie. - .
http://tiny.cc/tzb8vz godaddysites.com/ 2.499 Phishing + Online
https://urll.io/s/VpEwo https://anime-info777.com/ 3.879 Phishing + Online
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Machine Learning Model Training and Classification

For the speed test of the combined feature extraction and ML classification processes, we chose

ten URLs for each of the categories: phishes, legitimate, and unknown. Table 5.2 presents the

obtained results. It can be observed the time for the combined processes can differ, from 2.8171

(s) to 118.9281 (s), since the feature extraction process depends on factors like the size of the

website’s content, the response time from other queried platforms (e.g., Open PageRank for the

domain popularity, iPTY for the domain age).

Table 5.2. The duration of the feature extraction and ML classification for various types of URLs.

Duration .
. for feature Duration
Operation Item extraction - ML for ML
classification (s) classification (s)
https://vxw2.mengzhand5.top
/go/?to= https://pub-c479da8c0e2748d0a34 7.8176 2.5128
£d7266d91£c30.r2.dev/index.html
https://act1v1.dadbancar1af 6.7961 2.4780
giovannyquint.repl.co/
Testing https://highlight-himself.toshibanetcam.com/ 3.2873 2.4558
VALID phishes https://dev-asistenonliber.pantheonsite.io/ 2.8887 2.5539
https://homeless-hospital.otzo.com/ 4.6097 2.5590
https://joint-knowledge.instanthq.com/ 4.3833 2.7674
https://department-depict.mrface.com/ 4.2344 2.6300
https://japanese-joint.qpoe.com/ 4.9541 2.5126
https://approximately-arab.mrbasic.com/ 3.5512 2.5296
https://administration-adopt.toythieves.com/ 3.5949 2.4420
https://ameli-france-connect.com/ 3.6744 2.6018
https://portalemydati.online/ 19.7659 2.4354
http://portalemydati.online/ 18.7333 2.5411
http://infomydati.online/ 19.9179 2.6577
Testing https://pagamenti.staffasestenza.co/8328-1/ 2.8171 2.6222
UNKNOWN phishes | https://batkreigfxcytexTptkviodsvegeuwdpv 81313 2.6082
dyey3fybfpckka7cxmhjcr6gbe.ipfs.dweb.link ’ ’
http://updatetan-sp.de/anmelden 4.1362 2.7528
https://www.gefhuloa.com/pl/
pl_dfertz/?uclick=9lpmgmvc&
uclickhash=9lpmgmvc-9lpmgmvc- 3.2091 2.6611
52ft-0-c81z-5m7vfe-5mbzid-9e712d
https://mail kinepolis.com/optiext
/optiextension.dll?ID=6yz6yKcj%2BELF
jsP9CS7eIM__Z1YzAB9%2B5w3xcTWiaQ7 3.5446 2.7708
cRM%2BVkYi5dQ9vpKT9IvUNO3dFBC
0qCK46AQgv0Ovb_ obTAikgCssL
https://khatampanjereh.com/
wp-includes/knab.php 74725 2.6577
https://www.cloudflare.com/ 8.9051 3.3585
https://fonts.googleapis.com/css?
family=Noticia+Text:400,400i,700,700i 4.5525 2.6238
https://express.adobe.com 4.5663 3.0263
Testing http://www.paypal-merchant.com/ 22.8981 2.5208
NOT phishes https://www.mercadopago.com.br/ 42.4390 2.4097
https://onedrive.live.com/about /es-us-signin/ 5.7948 2.5991
http://url.zp.edu.ua/ 4.8289 2.5182
https://bitflyer.com/en-us/ 11.8539 2.4980
https://phishtank.org/phish_ detail.php?
g phishiid:é153631 6.5013 2.9479
https://quttera.com/ 118.9281 2.44898
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The Accuracy of the Machine Learning Classification Algorithms

We ran the following Machine Learning (ML) classification algorithms on our dataset: JRip, PART,
J48, and Random Forest. While Random Forest outperforms the results obtained with other
classifiers, we chose to highlight in Table 5.3 additional evaluation metrics.

Table 5.3. Evaluation metrics for the Random Forest classifier.

ROC | PRC

TP Rate | FP Rate | Precision | Recall | F-Measure | MCC Class
Area | Area
0.969 0.034 0.966 0.969 0.967 0.935 | 0.994 | 0.994 | legitimate
0.966 0.031 0.969 0.966 0.967 0.935 | 0.994 | 0.994 | phishing
Wi%zted 0.967 0.033 0.967 0.967 0.967 0.935 | 0.994 | 0.994

5.5 Conclusions

n this chapter, we describe a novel Cloud-Edge model to detect malicious short URLSs in smishing
I attacks. We design a multi-layer platform that reduces communication overhead and guarantees
low latency and fast response time, as well as high availability through load-balancing technology.
The proposed design uses Machine Learning (ML) algorithms and open-source Threat Intelligence
platforms (TT) to detect malicious short URLSs in smishing attacks.

Our system is designed for smartphone devices and covers different scenarios: legitimate,
suspicious, and malicious URLs that are shortened. The results showed that malicious short URLSs
can be identified, and the corresponding SMS is classified as smishing. Our approach has the
advantage of using free and open-source tools that offer an efficient system for malicious short
URL detection.

Moreover, for next-level detection, our proposed Machine Learning model and enhanced set
of features successfully identify the malicious URLs with an accuracy of almost 97% using the
Random Forest algorithm.
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6 | Cyberbullying Detection Solution
for Multimedia Files using Deep
Learning based Models

n this chapter, we discuss two solutions for cyberbullying detection in multimedia files using
deep learning models. The first performs bullying detection in GIFs, and another accomplishes
the same task for TikTok videos. The first system employs a hybrid architecture that comprises a
Convolutional Neural Network (CNN) and three Recurrent Neural Networks (RNNs). The obtained
results give an accuracy of 99%. The second system leverages a Transformer-based model that
operates on Convolutional Neural Network (CNN) feature maps. We evaluated the model accuracy
and observed we got an accuracy of up to 100%.

The goal here was not to define the context relative to the user because what cyberbullying
means to me may seem like natural, normal behavior to someone else. The proposed solutions
identify the action represented in a multimedia file, and we associate cyberbullying with violence.
We classify a multimedia file as bullying when the action that is represented denotes a form of
violence that takes place in different conditions and which gets out of the usual or normal contexts
(e.g., shooting).

The cyberbullying part was one of the major directives of the European Union in the Horizon
program in 2023 when it was proposed, and Romania adopted in the field of research on intelligent
specialization, the prevention of cyberbullying through various methods. The research strategy
for the intelligent development of Romania presents, in domain 6, point 6.4, the detection and
prevention of cyberbullying and the creation of a safer Internet.

The content of this chapter is based on the publication of the papers Bullying Detection
Solution for GIFs Using a Deep Learning Approach and Cyberbullying Detection on TikTok Using
a Deep Learning Approach in Information 2024 and Sci. Bull. Univ. Politeh. Buchar.

This chapter is structured as follows: in Section 6.1, we describe the sources used to create the
datasets for both systems and present the data used in the training and testing processes. Section
6.2 highlights the architecture of the proposed systems. Section 6.3 presents the classification
results of proposed solutions. Finally, in Section 6.4, we conclude the results of the proposed

solutions and identify future research opportunities.

6.1 Data Collection and Labelling

In this section, we present the sources used to collect data and how it has been used for the
training and testing processes. We first highlight these procedures for the system utilized in
bullying detection for GIF files and then for the one leveraged in cyberbullying detection in TikTok

videos.
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Data Collection and Labelling for Bullying Detection Solution on GIFs

To create our dataset, we first used the UCF101 one (www.crcv.ucf.edu). We have taken
videos just from the following categories: Handstand Pushups, Pull Ups, Rowing, and Kayaking.
We have combined the Handstand Pushups and Pull Ups categories under Bodybuilding, while the
Rowing and Kayaking ones under Water sports. These videos represent normal human activities
and can be categorized as non-bullying materials.

As regards the bullying media files, we have used the GIPHY Scraper from Scrapera
(https://github.com/DarshanDeshpande/Scrapera) to obtain GIFs that are associated
with bullying activities. In this research, we utilize dynamic GIF files. They are images represented
in the form of an animation.

Our dataset comprises 512 media files we collected from the previously mentioned sources:
UCF101 dataset and Giphy. We have used 80% of data for training and 20% for testing.

The labeling for the non-bullying media files was automatic since they were taken from the
UCF101 dataset that contains already labeled videos for various human actions. The labeling for

the bullying media files was manually done by the authors of this paper and an outside expert.

Data Collection and Labelling for Cyberbullying Detection on TikTok
videos

To create our dataset, we collected videos from TikTok that belong to the following categories:
Basketball, Football, Playing cello, Playing guitar, Shoot and Kick. We have labeled the last two
categories as bullying since they have content that may threaten, terrify, or worry somebody who
receives and watches such a video. The remaining categories were labeled as non-bullying. We have
manually downloaded all of the videos using the SnapTik platform (https://snaptik.app/).
All of the videos in our dataset have between 5.5 and 6.5 seconds. If they were initially larger,
we split them into media files of that range of lengths by using the Clipchamp website (https:
//app.clipchamp.com/).

80% of the data was used for training, while the rest was utilized for testing purposes.

6.2 Overview of Proposed Approach

In this section, we present the architecture of the proposed systems for bullying detection in GIF
and TikTok video files.

Overview of Proposed Approach for Bullying Detection Solution on
GIFs

We propose a bullying detection solution for GIFs. We employ a hybrid architecture that comprises
a CNN and three RNNs. This architecture learns the GIFs’ representation to classify them into
one of the following categories: bullying and non-bullying.

The code of our proposed solution for bullying detection in GIFs using a deep
learning approach is based on the following implementation from GitHub (https:
//github.com/keras-team/keras—io/blob/master/examples/vision/video_
classification.py). Table 6.1 compares our proposed architecture with the one in the

literature we took from GitHub and improved.
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Table 6.1. Comparison between our proposed solution and the initial one

Training and testing

Architecture Image size | Epochs | datasets automatically
generated
Initial GitHub solution 1 CNN + 1 RNN 224 10 No
Proposed and improved solution * | 1 CNN + 3 RNNs 169 50 Yes

Below, we discuss the architecture’s main components and present how it works.

System General Architecture

Figure 6.1 presents the general architecture of the system.
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Figure 6.1. Overview of the proposed approach.
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First, a feature extractor is built to get the characteristics of each video frame. It is based
on a DenseNet-121 network. Second, each video file in the dataset is decomposed into frames that
pass through the feature extractor so that their characteristics are obtained. These are stored in a
matrix of 1024 columns and 20 rows. The first dimension, 1024, represents the number of features
it uses, while the other size, 20, represents the number of frames it takes from each video. This
matrix represents the input to the first RNN model trained on the entire dataset that comprises
videos from the bullying, Water sports, and Bodybuilding categories. If the highest probability is
P,, then the evaluated video file is classified as bullying. Otherwise, whether the highest probability
is Py, the feature matrix is further used as input for the second RNN model trained on the Water
sports group. In this case, the model output will be an array with two probabilities corresponding
to the Rowing and Kayaking categories. On the other hand, whether the highest probability is Ps,
the feature matrix is further used as input for the third RNN model trained on the Bodybuilding
group. For this situation, the model output will be an array of two probabilities corresponding to
the Handstand Pushups and Pull Ups.

Overview of Proposed Approach for Cyberbullying Detection on TikTok
videos

We propose a cyberbullying detection solution for TikTok videos using a deep-learning approach.
We employ a Transformer-based model that operates on Convolutional Neural Network (CNN)
feature maps. Moreover, we utilize the DenseNet121 model pre-trained on the ImageNet-1k dataset.
The program we created for video classification using a deep-learning approach is based
on the following code from GitHub (https://github.com/keras-team/keras—io/blob/
master/examples/vision/video_transformers.py).
Table 6.2 compares our proposed architecture with the one in the literature we took from

GitHub and improved.

Table 6.2. Comparison between our proposed solution and the initial one

. Training and
Feature . . Maximum .
i Classification Image testing datasets
extraction number . Epochs A
model size automatically
model of frames
generated
Initial GitHub
. DenseNet-121 | Transformers-based 20 128 5 No
solution
Proposed and
X P i DenseNet-121 | Transformers-based 30 500 20 Yes
improved solution *

The system’s general architecture is presented in Figure 6.2.
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Figure 6.2. System’s general architecture.
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After loading the frames of the videos, we employ a convolutional neural network (CNN) to
extract the features. To achieve this task, we have chosen a DenseNet architecture. In our case, the
input for the DenseNet model, namely DenseNet121, are images of size 500x500, and the output
for each image is a 1024 feature vector. The latter will be the input for the transformer model.
To obtain the output of the CNN, we didn’t include the classifier, and we only used the feature
extractor. The number associated with the model denotes how many layers the model has, in this
case, 121 layers.

After obtaining the feature data from DenseNet121, we employed a transformer architecture

to create our bullying detector model.

6.3 Classification Results

n this section, we present the classification results of the proposed bullying detection systems.
One of the platforms targets GIF files, while another deals with TikTok videos.

Classification Results for Bullying Detection Solution on GIFs

We compared the proposed solution, which has one CNN and three RNN models, with the one
that has one CNN and one RNN model. Table 6.3 highlights how the solution we designed is
much more efficient than the other we compared with in terms of different performance metrics.
In the table, we encoded the name of each category to a symbol, as follows: Bullying to (B),
Bodybuilding to (BB), Water sports to (WS), Kayaking to (K), Rowing to (R), Pull Ups to (Pull),
and Handstand Pushups to (Push). Moreover, in the table first, there are displayed performance
metrics for the three proposed RNN models (i.e., Proposed RNN model no. 1, Proposed RNN
model no. 2, Proposed RNN model no. 3) and, finally, there are described the results for the
model that uses one single RNN model (i.e., Simple RNN). The architecture that employs one
CNN and one RNN model has the following five classes: Bullying, Kayaking, Rowing, Pull Ups,
and Handstand Pushups.

Table 6.3. Performance metrics for the RNN models.

RNN model no. \ Accuracy \ Precision \ Recall \ F1-Score
99.02% 95.24% (B) 100% (B) 97.56% (B)
*Proposed RNN model no. 1 100% (BB) | 97.37% (BB) | 98.66% (BB)
100% (WS) 100% (WS) 100% (WS)
97.7% 95.65% (K) 100% (K) 97.77% (K)
*
Proposed RNN model no. 2 100% (R) 95.45% (R) 97.67% (R)
100% 100% (Pull) 100% (Pull) | 100% (Pull)
* ;
Proposed RNN model no. 3 100% (Push) | 100% (Push) | 100% (Push)
51.96% 64% (B) 80% (B) 71% (B)
48.39% (K) | 68.18% (K) | 56.61% (K)
Simple RNN 51.28% (Pull) | 100% (Pull) | 67.8% (Pull)
0% (Push) 0% (Push) 0% (Push)
28.57% (R) 10% (R) 14.82% (R)

Classification Results for Cyberbullying Detection on TikTok videos

We proposed a system for cyberbullying detection in TikTok videos using a deep-learning approach.

Our solution employs a Transformer-based model that operates on Convolutional Neural Network
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(CNN) feature maps. Table 6.4 describes the experiments we conducted with our deep learning-
based model and the obtained accuracy. The MAX_ SEQ LENGTH field refers to the maximum
number of frames we take from each video. When a video frame count is lesser than this field value,
we pad the video with zeros. The NUM_FEATURES field represents the number of features the
CNN model (i.e., DenseNet-121) extracts from each video. The IMG_SIZE field refers to the
dimensions of the matrix that is cropped from the center of each frame. In our case, that will be
500x500 pixels.

Table 6.4. Classification results

Keras Application MAX_SEQ_LENGTH NUM_FEATURES IMG_SIZE EPOCHS Accuracy
DenseNet-121 30 1024 500 20 Up to 100%

Some results we obtained during one of our experiments are presented in Table 6.5. They
highlight the accuracy and loss values for each epoch for training and validation data. The Loss
and Accuracy fields refer to training, while Val_loss and Val_accuracy are related to validation.
We can say that the accuracy of the proposed solution is up to 100% since we got for epoch 14 an

accuracy on validation data of 100%.

Table 6.5. Loss and accuracy values for each epoch

Epoch no. Loss Accuracy Val_loss Val_ accuracy

1/20 3.4658 0.4251 8.8870 0.0000e+-00
2/20 1.3992 0.6232 3.0966 0.0000e+00
3/20 0.5996 0.8213 2.0553 0.1081
4/20 0.2851 0.9058 0.9450 0.6081
5/20 0.2175 0.9251 2.0311 0.3514
6/20 0.2009 0.9469 1.6759 0.4730
7/20 0.1240 0.9638 0.2524 0.8649
8/20 0.0453 0.9831 3.1626 0.3108
9/20 0.0217 0.9928 0.2196 0.9189
10/20 0.0284 0.9879 1.2308 0.6351
11/20 0.0178 0.9952 0.6859 0.7432
12/20 0.0186 0.9976 0.7603 0.7568
13/20 0.0319 0.9928 0.7513 0.7297
14/20 0.0393 0.9903 0.0052 1.0000
15/20 0.1854 0.9444 3.9171 0.4595
16/20 0.0410 0.9831 0.6692 0.8243
17/20 0.0333 0.9879 1.1296 0.7162
18/20 0.0597 0.9734 1.4036 0.6892
19/20 0.0425 0.9831 1.0926 0.7568
20/20 0.0168 0.9928 2.6229 0.5811

When testing our solution against a video whose content is about shooting, we got the fol-
lowing remarkable results depicted in Table 6.6. Figure 6.3 shows one frame from that video.
Table 6.7 compares the accuracy of our proposed architecture with one of the systems in the

literature we took from GitHub and improved.
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Figure 6.3. Test video with bullying content (Shoot).

Table 6.6. Test video results (Shoot)

Class Probability
Shoot 100.00%
Basketball 0.00%
Football 0.00%
Kick 0.00%
Playing guitar 0.00%
Playing cello 0.00%

Table 6.7. Comparison in terms of accuracy between our proposed solution and the initial one

Accuracy
Initial GitHub
nitia .1 u 67.5%
solution
P d and
. ropose arf Up to 100%
improved solution *

6.4 Conclusions

n this chapter, we discuss two solutions for cyberbullying detection in multimedia files. The first
deals with GIF files, while another processes TikTok videos.

Concerning the first system, we create a dataset of bullying GIFs. With the help of a web
scrapping tool, we took GIFs related to bullying from the GIPHY platform and filtered them until
the most relevant ones remained. The accuracy of the proposed system is 99%. It can classify
GIFs into bullying, Bodybuilding, and Water sports. Moreover, our solution can further classify the
files of the last two categories. The former can be further classified into Pull Ups or Handstand
Pushups, while the latter into Rowing or Kayaking.

As regards the second system, we propose a novel cyberbullying detection solution for TikTok
videos using a deep learning-based model. We create a dataset of videos from TikTok with both
bullying and non-bullying content. We manually downloaded them with the help of the SnapTik
platform and processed them using the Clipchamp website. Further, we create a system that em-
ploys a Transformer-based model for video classification, which operates on Convolutional Neural
Network (CNN) feature maps. We evaluated our model against the created dataset, and we got
an accuracy of up to 100%.

We can conclude that our solutions are one step forward in the research and development of

security systems, especially for the mitigation of bullying attacks performed via GIFs and TikTok
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videos.

Possible use cases that might benefit from our proposal include online bullying or harassment
in public or private environments such as universities, hospitals, hotels, or corporate buildings. Our
proposals add value to Internet users by providing advanced capabilities for bullying detection in
GIFs and TikTok videos.
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7 | Next Generation Agent-based End-
point Detection and Response Sys-

tems for Cybersecurity Threats

n this chapter, we discuss a next-generation agent-based EDR system for cybersecurity threats
I (NextEDR). It is an innovative and interactive Cloud-Edge-Continuum Endpoint Detection and
Response platform for protecting modern organizations from cybersecurity attacks. We design a
Proof-of-Concept based on an interactive communication agent (ChatBot) solution for phishing
detection in short URLs. Our solution is a mobile-centric multi-layer platform based on the Cloud-
Edge-Continuum model.

This project we proposed was part of a Proof of Concept program (Invest National University
of Science and Technology POLITEHNICA Bucharest Proof of Concept (Invest PoC) program),
and we worked on developing a business plan.

The content of this chapter is based on the publication of the paper NextEDR - Next Gener-
ation Agent-Based EDR Systems for Cybersecurity Threats in 2024 32nd Euromicro International
Conference on Parallel, Distributed and Network-Based Processing (PDP). This chapter is struc-
tured as follows: in Section 7.1, we propose the NextEDR platform and architecture. Section 7.2
presents the obtained classification results. Finally, in Section 7.3, we draw our conclusions and

present future work.

7.1 NextEDR Architecture

n this section, we present the architecture of the proposed solution. It is described in Figure 7.1.
Our proposal includes four layers: (i) the data sources layer, (ii) the Edge layer, (iii) the
Cloud layer, and (iv) the Application layer. First, the data sources layer includes emails, SMSs,
Instant messages (e.g., WhatsApp, Signal, etc), and social media (e.g., Facebook, Instagram, etc.)
on mobile devices. The Edge layer extracts the short URL from the data sources, converts it to the
original form, and sends it to the Cloud layer via the ChatBot interface. There, it is processed by
using two approaches: (1) through threat intelligence platforms (e.g., VirusTotal and PhishTank)
and (2) through ML classifiers (e.g., JRip, PART, J48, and Random Forest). In addition, we
introduce, in the Cloud layer, a novel interactive conversational agent. The main functionalities
behaviors of ChatBot are to check the URL and train the platform by reporting malicious URLs.
The end-user makes use of the ChatBot service to send a URL for verification. The ChatBot has
three behaviors: (a) positive, (b) negative, or (c) unknown. To facilitate accurate reporting, the
NextEDR platform implements rewarding mechanisms. Moreover, in case of a positive result, the
Cloud layer sends notifications through the alert service to all mobile devices in the platform. This

fact ensures a low communication overhead in the system and low incident response time in case
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NextEDR Cloud-Edge-Continuum general architecture

‘ Email SMS
Data sources layer |
nstant Social Media
Messages
URL expansion
3 service §
Edge layer ~ Middleware §
3 Pre-trained |
ML service
ChatBot ML
: Service || service
Cloud layer | Ochestrator
i Threat Intelligence
service
- | ChatBot . |
Application layer interface Phishing detection i

Figure 7.1. NextEDR general architecture.

of a phishing attack.

Always between the Edge and Cloud layers, where we have both the URL expansion and pre-
trained ML services, and on the Orchestrator side, where we have the ML and Threat Intelligence
services, we could bring better models that can change these two layers, while the Data sources
and Application layers remaining the same. A use case would be the web browser where we would
like to stop cyberbullying for children. The Data sources and Application layers remain unchanged
while we can bring updates just for the Middleware and Orchestrator. It could be part of the
business plan.

In future directions, our method will not involve changing the data sources or the application
layer. The models will adapt to the data sources and application. This fact would represent an

advantage.

7.2 Experimental Results and Analysis

In this section, we present the obtained results. Table 7.1 presents the analysis time of the threat
intelligence approach for various short URLs.

User-centric Cybersecurity Attacks Management in Future Generation Computer Systems (PhD Thesis) -
Drd.ing. Razvan-Constantin STOLERIU



7. Next Generation Agent-based Endpoint Detection and Response Systems for Cybersecurity

Threats 38
Table 7.1. The analysis time of the Threat Intelligence approach.
| Short URL | Final URL T.I time (s) |
https://shorturl.at/fuxAE https://call.raidstore.org/ 81.267
https://t.ly /yEC https://technology.macosevents.com/ 2.394
https://rb.gy/w2ilu https://press.infomapress.com/ 1.889
https://rb.gy/wtkn https://stiri.botosani.ro/ 1.737
https://tinyurl.com/kyc44ft8 | https://www.bbc.com/ 2,717
https: . . b?node=21576558011
https://cutt.ly /zwr2HIaS ps:/ /www.amazon.com/b7node 2.864
&ref =alxcom Irnmore btn 23
https:/ /urlis.net/b94wy861 https://sucursalcentroapp.brizy.site/ 2.681
http://tiny.cc/tzb8vz https://kuccoiieeiinelovuiie.godaddysites.com/ 2.499
https://urll.io/s/VpEwo https://anime-info777.com/ 3.879

For the speed test of the combined feature extraction and ML classification processes, we

chose ten URLs for each of the categories: phishes, legitimate, and unknown. Table 7.2 presents

the results we obtained. It can be observed the time for ML classification varies between 2.4420

and 3.3585 seconds.

Table 7.2. Duration of ML classification.

Duration for ML

Operation Item
classification (s)
Testing VALID phishes https://pub-c479da8c0e2748d0a34fd7266d91£c30.r2.dev/index.html 2.5128
https://actividadbancaria—giovannyquint.repl.co/ 2.4780
https://highlight-himself.toshibanetcam.com/ 2.4558
https://dev-asistenonliber.pantheonsite.io/ 2.5539
https://homeless-hospital.otzo.com/ 2.5590
https://joint-knowledge.instanthq.com/ 2.7674
https://department-depict.mrface.com/ 2.6300
https://japanese-joint.qpoe.com/ 2.5126
https://approximately-arab.mrbasic.com/ 2.5296
https://administration-adopt.toythieves.com/ 2.4420
Testing UNKNOWN phishes | https://ameli-france-connect.com/ 2.6018
https://portalemydati.online/ 2.4354
http://portalemydati.online/ 2.5411
http://infomydati.online/ 2.6577
https://pagamenti.staffasestenza.co/8328-1/ 2.6222
https://ckkaTcxmhjer6gbe.ipfs.dweb.link / 2.6082
http://updatetan-sp.de/anmelden 2.7528
https://www.gethuloa.com/pl/pl dfertz/?uclick=91pmg9e712d 2.6611
https://mail.kinepolis.com/optiext/optiextension.dll?ID=6yz6yKcj 2.7708
https://khatampanjereh.com/wp-includes/knab.php 2.6577
Testing NOT phishes https://www.cloudflare.com/ 3.3585
https://fonts.googleapis.com /css?family=Noticia+Text:400,4001,700,700i 2.6238
https://express.adobe.com/ 3.0263
http://www.paypal-merchant.com/ 2.5208
https://www.mercadopago.com.br/ 2.4097
https://onedrive.live.com/about /es-us-signin/ 2.5991
http://url.zp.edu.ua/ 2.5182
https://bitflyer.com/en-us/ 2.4980
https://phishtank.org/phish _detail.php?phish id=8153631 2.9479
https://quttera.com/ 2.4490
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System Deployment

Four people worked on this project. It was me and my scientific supervisors of this thesis. I was
the Delivery lead, while the others had functions such as Director and Academic mentor.

We launched a beta version of our EDR system to a carefully selected group of end-users
representing each of our detailed personas. Throughout the beta testing phase, we collected detailed
feedback through various methods including surveys, interviews, and direct user observations. We
focused on understanding their experiences with the system, identifying any pain points, and
gathering suggestions for improvement.

We closely monitored key performance metrics such as detection accuracy, response times,
false-positive rates, and system usability. This data provided quantifiable evidence of the system’s
effectiveness and areas needing enhancement. Based on the feedback and performance metrics, we
made iterative improvements to the system. This agile approach allowed us to quickly address any
issue and refine the product to better meet user expectations.

According to the business model of the NextEDR project, potential customer segments for our
system include enterprises, technology companies, industry verticals, educational institutions, and
managed service providers. We could make our customers happy and satisfied with our solution by
providing enhanced cybersecurity protection, customized and adaptive protection, a cost-effective
and scalable solution, and a user-friendly interface and accessibility. Figure 7.2 describes the canvas
business model for the NextEDR platform.
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Figure 7.2. NextEDR - Canvas Business Model.
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Real-case System Validation

We encountered a real-world situation when we received an SMS message on our smartphones that
appeared sent by the Romanian post institution. The SMS message states the delivery address
data for a parcel was lost, and this information needs to be updated by accessing the mentioned
URL. The SMS message can be seen in Figure 7.3.

iMessage
Today 14:33

Pachetele POSTA ROMANA au fost deteriorate in timpul
transportului, iar informatiile despre adresa s-au pierdut, facandu-le
imposibil de livrat. Asigurati-va ca actualizati informatiile despre
adresa din link in termen de 12 ore.

http://posta-romana.pics/AYh5CQ
(Va rugam sa raspundeti la Y, apoi s iesiti din SMS, sa redeschideti
linkul de activare prin SMS sau sa copiati linkul pentru a-l deschide

in Safari)

Sa aveti o zi minunata alaturi de echipa POSTA ROMANA

Figure 7.3. Suspicious SMS message received.

The URL in the SMS message looked suspicious, and we decided to check its legitimacy using
the EDR system. Figure 7.4 presents the analysis results.

P YT — - ]

- Fue @ =F 3 s

Analysis results

2] viRusToTAL PhishTank F— MaChife T
= Learning !

arning

Verdict: Verdict:
Verdict: Verdict:
Malicious Not in database
"content-security-policy" : Content Malware
( Security Policy (CSP) header not
implemented

"contribute”: Contribute.json isn't
required on websites that don't belong to

Mozilla

"cookies": No cookies detected

"cross-origin-resource-sharing”: Public

AR Th SN URRT s ik i

Figure 7.4. Suspicious SMS analysis using NextEDR.

It seems that VirusTotal and the Machine Learning model classified the URL as malicious.
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PhishTank did not find the URL in the phishing reported URLs, maybe since the campaign was
ongoing and very recent. The results generated by Mozilla Observatory reveal the security mis-

configurations of the website the analyzed URL points to.

7.3 Conclusions

n this paper, we propose a next-generation Cloud-Edge-Continuum EDR platform that advances
I to a higher level of cybersecurity solutions through intelligent conversational agents called
ChatBoots.

This solution earned the first prize at Invest UNSTPB Proof of Concept project competition.
The Minimum Viable Product (MVP) development for the NextEDR platform involved iterative
refinement based on user feedback, prioritizing essential features to deliver a functional solution
that addresses core user needs efficiently.

Considering the design based on the Cloud-Edge-Continuum model, our solution reduces
communication overhead and guarantees low latency and fast response time, as well as high avail-
ability through load-balancing technology. Our system is designed for smartphone devices and
covers different scenarios: legitimate, suspicious, and malicious URLs that are shortened.

The results showed malicious short URLs can be identified, and the corresponding SMS is
classified as smishing. Our approach has the advantage of using free and open-source tools that

offer an efficient system for malicious short URL detection.
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8 | Cybersecurity Governance Method-

ology in Large-scale Infrastructures

n this chapter, we discuss a framework for cybersecurity risk assessment in large-scale infras-
I tructures alongside mitigation techniques and countermeasures. The methodology we employ
in our study is qualitative. It is based on 66 projects from the CORDIS database of the European
Commission related to cybersecurity governance in smart cities.

From the analysis of these projects, we extracted ideas that define cybersecurity governance
and different prevention methodologies for cyber threats like cyberbullying, malicious short URLs,
phishing attacks, etc.

The content of this chapter is based on the publication of the paper Cybersecurity Governance
in Large-scale Infrastructures in Romanian Journal of Information Technology and Automatic
Control.

This chapter is structured as follows: Section 8.1 presents an introduction to the field of the
studied issue. In Section 8.2, we present our proposed methodology, while the main threats and
potential countermeasures are described in Section 8.3. Finally, in Section 8.4, we conclude the

results of the proposed framework and identify future research opportunities.

8.1 Background

any cities around the world risk facing problems concerning life conditions since they have
M important issues regarding the security, scalability, and the environment of their infrastruc-
tures. It is due to the population growth that will reach 9.8 billion in 2050 [11]. As a result,
the urban environment will encounter both challenges and benefits. Some of the difficulties it
would face are represented by the fact that the education and the health sectors will need new
approaches, the economy will have issues, the energy consumption will increase, public safety will
face new risks, and the possibility of cyberattacks against cities is high. The key solution for these
problems is innovative, scalable, and cost-effective infrastructures [5].

In this paper, we propose a model for cybersecurity risk assessment in large-scale infras-
tructures alongside mitigation techniques and countermeasures. The methodology we employ in
our study is qualitative. It is based on 66 projects from the CORDIS database of the European
Commission related to cybersecurity governance in smart cities. They are focused on research and
innovation and belong to the date range between 2022 and 2027. Our work brings a significant con-
tribution to the scientific community as we identify the security risks in large-scale infrastructure

and propose mitigation techniques and countermeasures for these challenges.
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8.2 Cybersecurity Governance Methodology

n this section, we present the methodology we proposed for cybersecurity risk assessment in
large-scale infrastructures alongside mitigation techniques and countermeasures.

To identify the ongoing development trends for the smart era we live in, we began our study
by evaluating research projects of the European Commission. They are stored in the CORDIS
database and belong to different fields of activity, such as medicine, transport, buildings, educa-
tion, and technology. They are proposed and implemented by universities, research centers, and
corporates. By filtering the projects by the two most important themes of our paper, “cybersecu-
rity” and “infrastructure,” we got 66 results. Then, we took and imported each project into NVivo
14, a tool for qualitative data analysis. We assigned a theme to each of the projects and grouped
the ones of the same type together so that we could identify which are the most prevalent sectors
of activity or areas of large-scale infrastructure. Based on them, we spot where security risks could
appear and which could be the potential mitigation techniques and countermeasures. Table 8.1

briefly presents the steps we adopted in our methodology.

Table 8.1. The proposed methodology.

‘ Phase ‘ Description ‘

1. Data gathering We searched for research projects of the European Commission in the CORDIS database.

2. Data filtering We filtered the projects by the "cybersecurity” and "infrastructure” keywords.

3. Project import | We took each obtained project and imported it into NVivo 14, a tool for qualitative data analysis.
4. Theme assigning ‘We analyzed each project and assigned a theme.
5. Theme grouping We grouped the themes of the same type and identified the main areas they belong to.

6. Security risks We analyzed each identified area from a large-scale infrastructure and assigned security risks.

7. Mitigation We proposed mitigation techniques and countermeasures for the identified security risks.

8.3 Main Threats and Potential Countermeasures

n this section, we present the main threats and potential countermeasures against the areas in a
large-scale infrastructure that we identified through the proposed cybersecurity risk assessment
framework.

Once we obtained all the projects from the CORDIS database, we imported them into NVivo
14, a tool for qualitative data analysis. There, we processed every project and assigned a theme
based on its objectives. The themes corresponding to a specific area in a large-scale infrastructure
were grouped.

We present in Table 8.2 the security threats and potential countermeasures for each area in
a large-scale infrastructure that we identified through the proposed cybersecurity risk assessment
framework. We specified in the table the number of projects from the CORDIS database we
selected for each domain. The threats column refers to the main cyber-security challenges that
target a specific area. We have reviewed multiple research papers from the literature to define
them.

The countermeasures column proposes actions that could be taken to defend and prevent cyber
attacks. It also contains, for each item, the number of projects it covers. The value represents the
sum of all projects that implement or should employ that specific countermeasure. One project
can need or contain more countermeasures.

The coverage column displays a mapping between projects and the number of countermeasures

they either implement or should employ.
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Table 8.2. The main threats and potential countermeasures.

Area Threats ‘ Countermeasures Coverage
- 1 project approaches
i . X 4 countermeasures
- Unauthorized access - Vulnerability assessment — 10 projects .
K i . . - 2 projects approach
- Man-in-the-middle attacks - Authentication and authorization
Technology 3 countermeasures

16 et - Stole research &
rojects
prol development data

- Vulnerability exploitation

mechanisms — 6 projects
- Intrusion detection systems — 10 projects
- Data Loss Prevention systems — 5 projects

- 8 projects approach
2 countermeasures
- 5 projects approach
1 countermeasure

- Code vulnerabilities
- Out of date database

Security ) .
of malware signatures

12 projects s L
- Killing the anti-virus

(AV) process

- Make a more secure code — 7 projects
- Keep an up-to-date database of
malware signatures — 0 projects
- Prevent the AV process from being
killed by malicious software — 0 projects
- Threat Intelligence data integration — 6 projects

- Disaster recovery/business continuity plan — 7 projects

- 1 project approaches
3 countermeasures

- 6 projects approach
2 countermeasures

- 5 projects approach
1 countermeasure

- Sensitive data exposure
- Disrupting the services
Healthcare

9 projects

- Eavesdropping sensitive
information

- Sending fake information

- Patients’ data alteration

- Secured Wi-Fi networks to guarantee
safe handling of confidential
information and personal data
(e.g., AirTight

Networks solutions) — 6 projects
- Risk assessment (e.g., Intel
healthcare security solutions) —
4 projects

- 2 projects approach
2 countermeasures
- 7 projects approach

1 countermeasure

- Unauthorized access and
controls

Energy - Botnets (e.g., Zeus, Conficker)

8 projects - Denial of service (DoS) and

distributed denial of service

(DDoS) attacks

- Intrusion detection and prevention
systems (e.g., Snort) — 3 projects
- Cyber Threat Intelligence — 2 projects
- Risk assessment methodologies
(e.g., MEHARI, EBIOS)
8 projects

- 2 projects approach
3 countermeasures

- 1 project approaches
2 countermeasures

- 5 projects approach

1 countermeasure

- Attacks against the network

- Vulnerability patching — 2 projects

- Security monitoring

- 2 projects approach

Environment and PLCs solutions — 6 projects 2 countermeasures
7 projects - System compromise - Water Information Sharing and - 5 projects approach

- Vulnerabilities Analysis Center, American Water 1 countermeasure

Works Association — 1 project
- 2 projects approach
- Asset inventory and risk . prel PP
. R 3 countermeasures
- Supply chain attacks assessment — 3 projects i

Infrastructure - 1 project approaches

. - Insecure communication
4 projects L.
- Weak authentication

- Security patching and updates
3 projects
- Supply chain security — 3 projects

2 countermeasures
- 1 project approaches
1 countermeasure

- Braking system disruption

i - Engine stopping
Transportation i N
K - Displaying false messages
4 projects
at the on-board computer

- Changing GPS signals

- The use of cryptography (digital
certificates, Public key infrastructure,
data encryption) — 3 projects
- Solutions for anomaly detection

1 project

- 1 project approaches

2 countermeasures
- 2 projects approach

1 countermeasure

- 1 project
(i.e., NextETRUCK)
does not cover any of
these main countermeasures

- Data breaches
Education - Personal information
3 projects compromise

- Ransomware attacks

- Anti-malware and anti-virus
software — 0 projects
- Using strong passwords — 0 projects

- Security awareness training — 3 projects

- 3 projects approach

1 countermeasure

Citizen - Cybercrime

2 projects - Identity theft

- Awareness training — 2 projects
- Use of strong passwords — 0 projects

- 2 projects approach

1 countermeasure

- Disrupting critical
Governance infrastructures
- Fiscal fraud

- Altered files

1 project

- Data Loss Prevention solutions
(e.g., Symantec, Fortinet) — 0 projects
- Risk assessment methodologies
(e.g., MEHARI, EBIOS)
- Insider threat analysis

1 project
0 projects

- 1 project approaches
1 countermeasure
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8.4 Conclusions

n this paper, we propose a model for cybersecurity risk assessment in large-scale infrastructures
I alongside mitigation techniques and countermeasures. We employ in our study a qualitative
methodology by identifying 66 European research projects from the period 2022 to 2027 that are
related to cybersecurity governance in large-scale infrastructures. We import them into the NVivo
tool for qualitative data analysis. There, we group them by the sector of activity so that we can
identify the most prevalent areas. The latter are split into the main components based on which
we identify the cybersecurity threats.

The results of our work offer significant scientific contributions by identifying security risks
in large-scale infrastructure and proposing mitigation techniques and countermeasures for these
challenges. The obtained results are limited since we have searched for research projects in the
CORDIS database just by the "cybersecurity" and "infrastructure" keywords. If we had added
other terms in the search, such as "smart city" and "governance," maybe we would have obtained
more results. Thus, the domains of activity would be larger, and the range of identified threats
and proposed countermeasures would be bigger. In this way, our study analyzes some areas and
might not treat all the domains that large-scale infrastructures are compound of.

In terms of future work, we intend to enrich the current model by presenting some practical
use cases where we can describe real data breaches. It would be useful since we can come up with

concrete and specific intrusion detection tactics and countermeasures.
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This thesis focuses on the identification of the most prevalent cyber attack types in the modern
era and the development of detection strategies, countermeasures procedures, and robust

security solutions that provide efficiency, accurate results, and fast response time.

9.1 Original Contributions

1. We have identified the modern cyber security attacks that describe the threat landscape for
the 2021-2022 period.

2. We proposed some contemporary countermeasures and detection strategies that help to de-

fend against the most prevalent cyber threats.
3. We proposed a malicious short URL detection technique.
4. We proposed a scalable malicious URL detection technique for Smishing attacks.
5. We proposed a bullying detection solution for GIFs using a deep learning approach.
6. We proposed a solution for cyberbullying detection on TikTok using a deep learning approach.
7. We proposed NextEDR - Next generation agent-based EDR systems for cybersecurity threats.
8. We proposed a framework for cybersecurity governance in large-scale infrastructures.

9. I have elaborated on prevention methodologies for the threats tackled by the detection-based

security solutions we proposed.

9.2 Publications and Projects

he main results of this thesis were presented at various conferences and journals. I have seven
T publications, six as first author and one as co-author. My publications list consists of 4 ar-
ticles in international journals (International Journal of Computational Science and Engineering,
Information, UPB Sci. Bull., Series C, and Romanian Journal of Information Technology and
Automatic Control) and three papers in well-established international conferences (2023 24th In-
ternational Conference on Control Systems and Computer Science (CSCS), 2022 21st RoEduNet
Conference: Networking in Education and Research (RoEduNet), and 2024 32nd Euromicro Inter-
national Conference on Parallel, Distributed and Network-Based Processing (PDP)).

I want to thank the reviewers for their time, expertise, constructive comments, and valuable
insight.
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