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4. Nicu Bizon, Lucian Dascalescu, Naser M. Tabatabei, E. Simion et. al., Autonomous Vehicles: Intelligent Transport
Systems and Automotive Technologies, Chapter 4: Cyber Security Evaluation of Critical Infrastructures System, pp
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Reviews and Zentralblatt Math).

15. C.T. Păun and E. Simion, New trends in IT&C security process implementation, Lex&Scientia International Journal, nr.
XVII, vol. 2, 2010, ISSN 1583-039x, pp. 281-287, (EBSCO).
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Google scholar, WorldCat, Computer science directory).

20. D. Maimuț, A. Pătrașcu, E. Simion, Homomorphic encryption schemes and applications for a secure digital world,
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Google scholar, WorldCat, Computer science directory).
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Publishing House, vol.XXII, no. 3, sept. 2012, ISSN 1843-3391, pp. 159-180, (EBSCO, Google scholar, Ulrich's
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22. E. Simion, A. Pătrașcu, Applied cryptography and practical scenarios for cyber security defense, Scientific Bulletin
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26. P. Burciu and E. Simion, A systematic approach on the NIST statistical tests dependencies, Journal of Electrical
Engineering, Electronics, Control and Computer Science, 2018, pp. 1-6, ISSN 2457-7812, (Google Scholar,
Copernicus).

27. E. Simion and P. Burciu, A note on the correlations between NIST cryptographic statistical tests suite, U.P.B. Sci. Bull.,
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infrastructures, U.P.B. Sci. Bull., Series C, Vol. 84, Iss. 2, 2022, pp 237-250,  ISSN 2286-3540, (ISI Web of Science
Core Collection – ESCI, Document Type: Article; JIF 0.4 cf. JCR 2025), WOS:000805648400016.
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pp. 90-91, (ISI Web of Science CPCI-S, IEEEXplore), WOS:000374113000033.

12. Rémi Géraud, Diana-Stefania Maimut, David Naccache, Rodrigo Portella do Canto and Emil Simion, Applying
Cryptographic Acceleration Techniques to Error Correction, Proc. of the 8th International Conference on Security for
Information Technology and Communication- Innovative Security Solutions for Information Technology and
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34. Kusko Cristian, Emil Simion, Quantum Communications At Imt Bucharest And Bluespace Technology, ISIM & ISWIM
2025, Bucuresri 20-21 nov 2025,
https://isimconference.eu/images/2025/Program/Scheduling_ISIM_ISWIM_Nov_2025__final.pdf

35. Andrei Ghenoiu, Ana-Maria Marin, Mihai Rebenciuc, Emil Simion - Alternative Transport Routes In The Context Of
Pseudomatrix Technologies And Real-Time Management, ISIM & ISWIM 2025, Bucuresri 20-21 nov 2025,
https://isimconference.eu/images/2025/Program/Scheduling_ISIM_ISWIM_Nov_2025__final.pdf

36. Teodora-Georgiana Banu, Elena-Sorina Niculăesa, Emil Simion - Fractal Parameter Steganography: Encoding
Information In The Mathematics Of Images,
https://isimconference.eu/images/2025/Program/Scheduling_ISIM_ISWIM_Nov_2025__final.pdf

37. Emil SIMION, TrustBoost-Safetech Innovations: Strategic Partener in Strengthening the European Cybersecurity
System, International Conference Anchoring Cyber Resilience: Cybersecurity Strategies for a Unified Digital Europe,
Constanta 2025, https://ecybridge.eu/ic2/.

38. Emil SIMION, Trustboost – Safetech Innovations: Strategic partnership for Advanced European Cybersecurity,
Workshop Digital Unity in Europe: Futureproofing Against Next-Gen Cyber Threats Cyber Innovation & Dual-Use
Technology 15th of January 2026 | Bucharest, Romania Organised by Constanta Maritime University,
https://ecybridge.eu/ecybridge-workshop-4/.

39. Bianca COLAN, Vlad COLAN, Emil SIMION, Blackout Link: An Offline BLE Mesh Communication System For
Emergency Scenarios, ISIM & ISWIM 2025, Bucuresti 25-27 june 2026,
https://isimconference.eu/images/2026/Program/ISIM_ISWIM_2026_Program_Final_v2.pdf

40. Miruna ROȘCA, Emil SIMION, Securing the digital tomorrow: an overview of post-quantum cryptography and the
NIST standardization process, ISIM & ISWIM 2025, Bucuresti 25-27 june 2026,
https://isimconference.eu/images/2026/Program/ISIM_ISWIM_2026_Program_Final_v2.pdf

41. Andrei GHENOIU, Ștefan NEDELOAIA, Emil SIMION, Mihai REBENCIUC, Voting Systems from the Perspective
of Set Matrices, Game Theory, and Cybersecurity Analysis, ISIM & ISWIM 2025, Bucuresti 25-27 june 2026,
https://isimconference.eu/images/2026/Program/ISIM_ISWIM_2026_Program_Final_v2.pdf

11 INVITED SPEAKER 

1. E. Simion, Hash functions, Summer school of Coding Theory organized by University of Bucharest, Vatra Dornei, 2008.

2. E. Simion, Information Security and Cryptography – Cryptographic algorithms, International Conference on
Electronics, 3-rd International Conference on Electronics Computers and Artificial Intelligence ECAI 2009, Pitești, 3-5
july 2009.

3. E. Simion, Principles for design and analysis of cryptographic algorithms, Romanian Cryptology Days, Bucharest,
Romania, 11-12 october 2011.

4. E. Simion, Statistics in cryptographic evaluation, 5th International Conference on Security for Information Technology
and Communication, Bucharest, june 2012.

5. E. Simion, Cryptography and Cybersecurity. Practical Scenarios, Challenges in Cyber Security- from Paradigm to
Implementation, Advanced Studies School, University Titu Maiorescu, CNCS –UEFISCDI PNII Program IDEI, SSA
code: PN-II-ID-SSA-2012-2-017, Bușteni, 18 august-24 august 2012.

6. E. Simion, Game Theory and Cyber Security, Exploratory Workshop (EW) on Distributed Generation Systems (DGS)
integrating Renewable Energy Sources (RES), University of Piteșți, CNCS –UEFISCDI project number PNII – IDEI/
WE-code/ 2012, EWDGSRES code: PN-II-ID-WE-2012-4-137, Pitești, 29-30 november 2012.

7. E. Simion, Cyber Security. A Game Theory Approach, International Conference on Electronics, 5-th International
Conference on Electronics Computers and Artificial Intelligence ECAI 2013, vol. 5, no. 1/2013, ISSN -1843-2115, ISBN-
978-1-4673-4937-6, Pitești, 27-29 june 2013.

8. E. Simion, Cryptology and cyber security from theory to practice. Trends of academic research, 6th International
Conference on Security for Information Technology and Communication, Bucharest, june 2013.

https://16colfrro.sciencesconf.org/resource/page/id/7
https://isimconference.eu/images/2025/Program/Scheduling_ISIM_ISWIM_Nov_2025__final.pdf
https://isimconference.eu/images/2025/Program/Scheduling_ISIM_ISWIM_Nov_2025__final.pdf
https://ecybridge.eu/ic2/
https://ecybridge.eu/ecybridge-workshop-4/
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9. E. Simion, Probability and Statistics in Cyberspace, International Conference on Electronics, 6-th International
Conference on Electronics Computers and Artificial Intelligence ECAI 2014, vol. 6, no. 1/2014, ISSN -1843-2115, ISBN-
978-1-4799-5478-0, Bucharest, 22-24 october 2014, pp. 15.

10. D. Maimut and E. Simion, Post-Quantum Cryptography and a (Qu)Bit More, The 11th International Conference on
Security for Information Technology and Communication, Bucharest, 08-09 november 2018.

11. E. Simion, Applied Statistics in Information Security, The 2019 edition of the annual Conference on Mathematical
Foundations of Informatics, Iasi 3-6 july, 2019.

12. S. Bibic, C. Georgescu, E. Simion, A. Toma, A view on innovative techniques for data security, a link between academic
and industry, ThinkBS: Basic Sciences in Engineering Education Workshop, Erasmus + project, 25-26 march 2021,
online: http://thinkbsworkshop.com/.

13. E. Simion, Cryptology: from theory to practice, an integrated view, ThinkBS - Promoting Deep and Wide Thinking /
Early Dual Degrees in Basic Sciences, Project nº: 2019-1-TR01-KA203-077194, Online Multiplier Event, June 3,
2022.

14. E. Simion, Innovative techniques for data security. Applied cryptography in information security, ThinkBS -
Promoting Deep and Wide Thinking / Early Dual Degrees in Basic Sciences, Project nº: 2019-1-TR01-KA203-
077194, Online Multiplier Event, June 3, 2022.

15. E. Simion, PANEL: A “TRIPLE HELIX” APPROACH TO CYBERSECURITY: HOW CAN PARTNERSHIPS

BETWEEN STATE, BUSINESS, AND ACADEMIA ENHANCE CYBERSECURITY?, Conference on Preventing the

Cybertheft of Research and Technology, https://insights.crdfglobal.org/events/preventing-cybertheft-of-

research-and-technology Warsaw, Poland, April 13-14, 2023.

16. E. Simion, What is the role of formal education in the success of future projects?, PMI Romania Annual Conference
2025.

17. E. Simion,  From Standards to Practice: Evaluation and Certification for Secure One Health Collaboration,

BEHEALTH 2025 International Hybrid Event in Helthcare October 20-24, 2025, The 8-th Annual Edition, Home |

BEHEALTH 2025 International Hybrid Event in Healthcare.

18. E. Simion, Cyber Resilience Assessment and Certification: from Standards to Practice in the Context of NIS2, CSA
& CRA, SMART DIASPORA 2025, Workshop Securitatea cibernetică în contextul provocărilor geopolitice actuale,

https://diaspora-stiintifica.ro/documents/Wks2025/Program_wk_14.pdf, Cluj 4-6 noiembrie 2025.

19. E. Simion, Bridging the Gaps: Cyber Resilience Assessment and Certification: from Standards to Practice in the

Context of NIS2, CSA & CRA, https://isimconference.eu/index.php/keynote-speakers, Bucharest, ISIM

& ISWIM 2025.
20. E. Simion, Machine Learning Algorithms in Cybersecurity, Wokshop 3: Artificial Intelligence in Cybersecurity:

Opportunities and Challenges, CyberAgent Project, https://www.cyberagents.eu/news/a55ad5bd-2fea-
4e01-ba72-199c2a3feea6

http://thinkbsworkshop.com/
https://insights.crdfglobal.org/events/preventing-cybertheft-of-research-and-technology
https://insights.crdfglobal.org/events/preventing-cybertheft-of-research-and-technology
https://www.b2match.com/e/behealth-2025
https://www.b2match.com/e/behealth-2025
https://diaspora-stiintifica.ro/documents/Wks2025/Program_wk_14.pdf
https://isimconference.eu/index.php/keynote-speakers
https://www.cyberagents.eu/news/a55ad5bd-2fea-4e01-ba72-199c2a3feea6
https://www.cyberagents.eu/news/a55ad5bd-2fea-4e01-ba72-199c2a3feea6
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12 RESEARCH PROJECTS 

No. Project Information Value Function Period 

1 ,,Technological proof for electronic identity cards management 
based on multi-application smart cards - SMCID”, National 
Program of Research and Development, inter - ministerial 
group for research in the security field SP2.  
http://web.rosa.ro/Securitate/Lista%20Proiecte%20finan

tate_rezerva.htm 
Project code S177. 
Coordinator of project: UTI SYSTEMS S.A. 

47.000 EURO team 
member 

(ATI) 

2006-2007 

2 ,,Video surveillance system with encrypted communication - 
SVDCrypt”, National Program of Research and Development, 
inter- ministerial group for research in the security field SP2. 
http://web.rosa.ro/Securitate/Lista%20Proiecte%20finan

tate_rezerva.htm 
Project code S170. 
Coordinator of project: UTI SYSTEMS S.A. 

60.000 EURO team 
member 

(ATI) 

2006-2007 

3 ,,Interpretation of the content of video images from the security 
structures - SICIS”, National Program of Research and 
Development, inter-ministerial group for research in the 
security field SP3.  
http://web.rosa.ro/Securitate/Lista%20Proiecte%20finan

tate_rezerva.htm 
Project code S169. 
Coordinator of project: UTI SYSTEMS S.A. 

60.000 EURO team 
member 

(ATI) 

2006-2007 

4 ,Biometric system for the acquisition and verification of the 

dynamic signatures”, national program PN2. 

Project AMCSIT code 1166/2007. 

http://rd.softwin.ro/bioacs/UserInterface/Forms/Partners

hip.aspx?Proiect=BIOACS 
Coordonator of project: SOFTWIN GRUP 

860.000 EURO  team 
member 
(IMAR) 

2007-2009 

5 ,,Online training and evaluation system student-centered at 
bachelor and master fundamental disciplines of technical 
higher education”, 
POSDRU project ID 62485 
Coordinator of project: University Politehnica of Bucharest 

team 
member 
(UPB) 

march-june 
2013 

6 Sistem Național de Protecție a Infrastructurilor IT&C de Interes 
Național împotriva Amenințărilor Provenite din Spațiul 
Cibernetic, încadrat în Axa Prioritară III „Tehnologia Informației 
și Comunicațiilor pentru sectoarele privat și public”, Domeniul 
Major de Intervenție 2 „Dezvoltarea și creșterea eficienței 
serviciilor publice electronice”, Operațiunea 2 „Implementarea 
de sisteme TIC în scopul creșterii interoperabilității sistemelor 
informatice”. 

Proiect 
european 

Echipa de 
management 

2013 

7 ,,Practical Escrow-free Identity-based Mutual ,,Authentication 
and Key Management without Pairings”, 
PN-II-PT-PCCA-2013-4-1651. 
http://thor.info.uaic.ro/~ibmake/ 
Coordinator of project: University “Al. Cuza” Iasi 

284.000 EURO Partener 
team leader 

(ATI) 

july 2014- 
november 

2017 

8 Imbunatatirea Sistemului Național de Protecție a 
Infrastructurilor IT&C de Interes Național împotriva 
Amenințărilor Provenite din Spațiul Cibernetic, încadrat în Axa 
Prioritară III „Tehnologia Informației și Comunicațiilor pentru 
sectoarele privat și public”, Domeniul Major de Intervenție 2 
„Dezvoltarea și creșterea eficienței serviciilor publice 

Proiect 
european 

Echipa de 
management 

2019-2020 

http://web.rosa.ro/Securitate/Lista%20Proiecte%20finantate_rezerva.htm
http://web.rosa.ro/Securitate/Lista%20Proiecte%20finantate_rezerva.htm
http://web.rosa.ro/Securitate/Lista%20Proiecte%20finantate_rezerva.htm
http://web.rosa.ro/Securitate/Lista%20Proiecte%20finantate_rezerva.htm
http://web.rosa.ro/Securitate/Lista%20Proiecte%20finantate_rezerva.htm
http://web.rosa.ro/Securitate/Lista%20Proiecte%20finantate_rezerva.htm
http://rd.softwin.ro/bioacs/UserInterface/Forms/Partnership.aspx?Proiect=BIOACS
http://rd.softwin.ro/bioacs/UserInterface/Forms/Partnership.aspx?Proiect=BIOACS
http://thor.info.uaic.ro/~ibmake/
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electronice”, Operațiunea 2 „Implementarea de sisteme TIC în 
scopul creșterii interoperabilității sistemelor informatice”. 

9 ,,Promoting Deep And Wide Thinking/Early Dual Degrees In 
Basic Sciences”, ERASMUS+, acronym (ThinkBS) 2019-1-
TR01-KA 203-077194 

UPB 2019-2021 

10 ,,Attracting Students’ Interest In Mathematics And Improving 
Their Skills, Comprehension And Performance With The Use 
Of A Virtual Reality Educational Platform”, ERASMUS+, 
acronim  (MATHESIS), grant agreement: 2020-1-RO01-
KA201-080410 

UPB 2021- 

11 DEVELOPMENT AND IMPLEMENTATION OF FPE TYPE 
(presearving encryption format) 
Contract nr. 1/15.03.2021, 
Coordinator of project: Center for Research and Training in 
Innovative Techniques of Applied Mathematics in Engineering, 
University Politehnica of Bucharest 

50000 RON UPB 2021 

12 Romanian National Quantum Communication  

Infrastructure, University “Politehnica” Bucharest 

(ontest.ro) 

UPB, security 
expert 

2023-2025 

13 Unifying & Upgrading Certification Capabilities Across Europe 
Trustboost,,  
Coordinator of project: NATIONAL STANDARDS AUTHORITY 
OF IRELAND 
National  
Partener: SAFETECH INNOVATIONS SA  
https://ec.europa.eu/info/funding-
tenders/opportunities/portal/screen/opportunities/projects-
details/43152860/101158687/DIGITAL 

Safetech 
Inovation SA, 
Cybersecuriy 

expert 

2025-2028 

14 SOL-2024 - 26 - Detection and protection system of the 
IDS/IPS type for critical communication infrastructures with 
early alert and blocking capabilities for DDoS attacks 
Project Coordinator: Bucharest University of Science and 
Technology 
https://uefiscdi.gov.ro/sol-2023-sistem-de-detectie-si-protectie-
tip-ids-ips-a-infrastructurilor-critice-de-comunicatii-cu-
capabilitati-de-alerta-si-blo 

UNSTB 
Expert 

2024-2026 

15 SMEs Cyber Security Change Agents-CYBER AGENT, 
ERASMUS-EDU-2022-PI-ALL-INNO, nr. Proiect 101111732 
Coordonator: Liceul Tehnologic Grigore C. Moisil, Buzau 

Expert 
voluntar 

2024-2026 

16 National Platform for Semiconductor Technologies  
Programului „Creștere Inteligentă, Digitalizare și Instrumente 
Financiare 2021-2027” 
Număr înregistrare electronică/Cod SMIS: 304244 
Perioada de derulare: 27.11.2024-26.11.202  
Institutia coordonatoare: INSTITUTUL NATIONAL DE 
CERCETARE- DEZVOLTARE PENTRU MICROTEHNOLOGIE 
- IMT BUCURESTI INCD
Partener: BlueSpace Technology

BlueSpace 
Expert 

2024-2029 

17 Transmission-reception modules for integration into quantum 
cryptographic key distribution systems (QKD-Quantum 
KeyDistribution) 
Coordonator: BlueSpace Technology 

1. 500.000 lei Director 2025-2027 

28 septembrie 2026 

https://ronaqci.ontest.ro/university-politehnica-bucharest/
https://ronaqci.ontest.ro/university-politehnica-bucharest/

